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PREFACE 
Welcome to the August 2024 final version of The Sedona 

Conference’s Commentary on Proposed Model Data Breach Notifi-
cation Law (“Commentary”), a project of The Sedona Conference 
Working Group 11 on Data Security and Privacy Liability 
(WG11). This is one of a series of Working Group commentaries 
published by The Sedona Conference, a 501(c)(3) research and 
educational institute dedicated to the advanced study of law 
and policy in the areas of antitrust law, complex litigation, intel-
lectual property rights, and data security and privacy law. The 
mission of The Sedona Conference is to move the law forward 
in a reasoned and just way. 

The mission of WG11 is to identify and comment on trends 
in data security and privacy law, in an effort to help organiza-
tions prepare for and respond to data breaches, and to assist at-
torneys and judicial officers in resolving questions of legal lia-
bility and damages. 

The Sedona Conference acknowledges Editor-in-Chief Matt 
Meade for his leadership and commitment to the project. We 
also thank contributing editors Kamal Ghali, Amy Keller, Ryan 
Kriger, Ruth Promislow, David Sella-Villa, Martin Tully, Judge 
Tom Vanaskie, and Larry Wescott for their efforts. We also 
thank Al Saikali for his contributions as Steering Committee li-
aison to the project. We thank Daryl Osuch, Emma Lombard, 
and Julia Veeser for their contributions. 

In addition to the drafters, this nonpartisan, consensus-
based publication represents the collective effort of other mem-
bers of WG11 who reviewed, commented on, and proposed ed-
its to early drafts of the Commentary that were circulated for 
feedback from the Working Group membership. Other mem-
bers provided feedback at WG11 meetings where drafts of this 
Commentary were the subject of the dialogue. The publication 
was also subject to a period of public comment. On behalf of The 
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Sedona Conference, I thank both the membership and the public 
for all of their contributions to the Commentary. 

We encourage your active engagement in the dialogue. 
Membership in The Sedona Conference Working Group Series 
is open to all. The Series includes WG11 and several other Work-
ing Groups in the areas of electronic document management 
and discovery, cross-border discovery and data protection laws, 
international data transfers, patent litigation, patent remedies 
and damages, and trade secrets. The Sedona Conference hopes 
and anticipates that the output of its Working Groups will 
evolve into authoritative statements of law, both as it is and as 
it should be. Information on membership and a description of 
current Working Group activities is available at https://thesedo-
naconference.org/wgs. 
 
Kenneth J. Withers 
Executive Director  
The Sedona Conference  
August 2024 
  

https://thesedonaconference.org/wgs
https://thesedonaconference.org/wgs
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I. INTRODUCTION 

In 2002, California became the first U.S. state to adopt a data 
breach notification law, which became effective on July 1, 2003.1 
Since then, a patchwork system of inconsistent data breach no-
tification laws was gradually enacted in other states, with all 
fifty U.S. states now having enacted some form of notification 
law. Generally speaking, data breach notification laws require 
those affected by a data breach (or unauthorized access to data) 
to notify individuals, customers, and other parties about the 
breach, as well as take specific steps to remedy the situation 
based on directives of the state legislature. 

Data breach notification laws are typically viewed as having 
two main goals. The first is to timely notify individuals whose 
data was involved in a breach in order to give them the chance 
to mitigate damage and risks caused by the data breach. The 
second is to increase accountability of organizations and en-
courage them to strengthen data security. But the laws, as writ-
ten, do not necessarily accomplish those goals for two chief rea-
sons. 

First is the issue of uniformity. There are important differ-
ences among the measures adopted by different states. Differ-
ences in data breach notification laws include varying defini-
tions of personally identifiable information (“PII”), with 
corresponding variations of notice obligations to impacted indi-
viduals, law enforcement, and consumer credit agencies. An-
other difference is varying penalties for noncompliance. This 
lack of uniformity makes it challenging for breached entities to 
understand their obligations and makes it more complicated 
and expensive to comply with the law. This is a particular issue 
for smaller organizations that do not have the resources to retain 
external privacy counsel. 

 

 1. SB 1386, CAL. CIV. CODE § 1798.82 and 1798.29. 
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Second, most notification letters do little to help consumers. 
When a data breach occurs, individuals whose data was in-
volved in the breach will likely receive a standardized letter that 
vaguely explains what happened, why they should not be pan-
icked, and a general discussion of the type of data that was in-
volved in the breach. Typically, the notification does little to in-
form consumers of how to protect themselves through certain 
mitigating measures—such as freezing their credit or enrolling 
in a credit monitoring service. The vague nature of the notices, 
combined with the fact that consumers are receiving more and 
more notices specifically telling them not to worry, can lead to 
fatigue and, eventually, data security apathy. 

This Commentary is intended to assist federal and state law-
makers to update or enact data breach notification laws that: (i) 
enable individuals to protect themselves against the risk of data 
breaches; and (ii) provide concise, clear, and consistent direction 
to PII Controllers (defined below) responding to data security 
incidents. This Commentary was prepared over the course of sev-
eral years by a cross-section of experienced privacy lawyers, 
technology experts, and regulatory authorities who seek to re-
duce conflict between and lack of clarity within the various state 
data breach notification laws. 

The Commentary addresses the aforementioned two chief 
problems with present data beach notification statutes and sug-
gests eight areas where the current iterations of state data 
breach notification laws can be improved by greater uniformity 
and clarity: (1) definition of Security Breach; (2) definition of PII; 
(3) definition of risk of harm; (4) encryption, de-identification, 
and similar technologies; (5) method and form of notification; 
(6) timeline for notification; (7) credit monitoring; and (8) noti-
fying law enforcement and regulatory authorities. 

For ease of reference, we have compiled the proposed model 
language for each of the eight areas identified above in their 



DATA BREACH NOTIFICATION MODEL (DO NOT DELETE) 8/13/2024 10:47 AM 

552 THE SEDONA CONFERENCE JOURNAL [Vol. 25 

entirety in Section IV of this Commentary. Because of the inter-
play among them, it is essential to the formulation and subse-
quent use of this proposed language that the eight sections be 
considered as a whole. While there are other significant topics 
addressed in state data breach notification laws that are not cov-
ered within the eight areas, e.g., private right of action, notifica-
tion to consumer reporting agencies, definitions of records, cov-
ered entities, substitute notice, law enforcement delay, form of 
regulator notice, etc., the Commentary focuses principally on 
these eight areas because, based upon collective experience, 
these areas would benefit the most from the uniformity and 
clarity of a Model Data Breach Notification Law. 

This Commentary is intended to inform policy decisions at 
the federal or state levels as data breach statutes evolve. Even if 
a legislature declines to adopt all of the recommendations made 
herein, it may benefit from the analysis as to specific elements 
of such a law. 
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II. BACKGROUND 

Security breach notification laws can impose obligations on 
any PII Controller,2 regardless of its size, sophistication, or in-
dustry. Similarly, all organizations are vulnerable to security 
breaches, regardless of how mindful they are of data security. 
PII Controllers frequently experience security incidents that 
may give rise to breach notice obligations.3 

The number of data breaches and data security incidents 
continues to rise; however, requiring that all security incidents 
be reported, and notice sent, would not be good policy. This 
would lead to notice fatigue among notice recipients, who 
would likely start ignoring notices, even ones of critical im-
portance. Professor Rui Chen of Iowa State University has de-
scribed a trend that he calls “data breach fatigue,” where people 
do not appear to be concerned about their data security, despite 
recent major data breaches.4 Professor Chen observed, “[w]hen 
an incident happens, when a data breach incident goes to the 
media, people read that news and they start to lose interest . . . . 

 

 2. “PII Controller” means any entity, including a government entity, that 
collects, receives, maintains, possesses, controls, or has custody of PII. See 
Section IV.A. 
 3. For purposes of this document, a “security incident” refers to an oc-
currence that actually or potentially jeopardizes the confidentiality, integrity, 
or availability of an information system or the information the system pro-
cesses, stores, or transmits, or that constitutes a violation or imminent threat 
of violation of security policies, security procedures, or acceptable use poli-
cies. Security incident, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY, 
COMPUTER SECURITY RESOURCE CENTER, https://csrc.nist.gov/glos-
sary/term/security_incident (last visited Aug. 2, 2024). All security breaches 
begin with a security incident, but not all security incidents turn out to be 
security breaches.  
 4. Grayson Schmidt, Expert Warns of the Risks Posed by Data Breach Fatigue, 
AMES TRIBUNE (Jan. 31, 2018), https://www.govtech.com/security/Expert-
Warns-of-the-Risks-Posed-by-Data-Breach-Fatigue.html. 

https://csrc.nist.gov/glossary/term/security_incident
https://csrc.nist.gov/glossary/term/security_incident
https://www.govtech.com/security/Expert-Warns-of-the-Risks-Posed-by-Data-Breach-Fatigue.html
https://www.govtech.com/security/Expert-Warns-of-the-Risks-Posed-by-Data-Breach-Fatigue.html
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They take it as a new normal in today’s society.”5 Unfortunately, 
as a result, individuals may not take steps to protect themselves 
from further loss and injuries or may not understand what steps 
they may take to do so.6 This potential notice fatigue may mean 
that consumers will not engage in routine, common-sense 
measures to mitigate their losses—such as taking the time to 
freeze their credit, monitor their credit reports (or purchase 
credit monitoring services to do that for them), or routinely 
monitor already-open credit files. 

Further, requiring overly broad notice may impose an un-
necessary burden on the business community. As discussed in 
more detail in Section IV, a Model Data Breach Notification Law 
should be tailored to require that only certain incidents be con-
sidered reportable security breaches. 

The analysis of whether a given security incident triggers a 
notice obligation can be time-consuming and costly. If the me-
dia affected includes email, file systems, backup tapes, or paper 
records, search algorithms might not suffice, and entities seek-
ing to ascertain if a notice obligation exists might be required to 
pore over terabytes of data by hand. Often, forensic investiga-
tors must be retained by the entity to determine exactly what 
happened and, working with counsel, to determine whether an 
incident triggers a notice obligation.7 In addition to expense, 

 

 5. Id.  
 6. This Commentary does not suggest that the burden should be on con-
sumers to take affirmative steps to mitigate risk after data breaches; rather, 
it acknowledges the current legal and regulatory landscape requires that 
consumers take affirmative acts to protect themselves—e.g., enrolling in 
credit monitoring or electing to freeze their credit—as protective measures 
are not automatically in place for consumers. 
 7. It is worth noting that all entities should employ data minimization 
techniques and data mapping to have a wholesome understanding of the 
data they maintain, as well as comply with newer privacy laws. 
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these activities take time, during which individuals who may be 
vulnerable to fraud and identity theft by reason of the security 
incident are not made aware of their exposure. These activities 
are also expensive for PII Controllers and their insurers. Thus, a 
Model Data Breach Notification Law should be drafted to make 
it as clear as possible what constitutes a notification-triggering 
security incident requiring such investigation and should be 
drafted with the complexities and costs of compliance in mind. 

While a Model Data Breach Notification Law must be nar-
rowly tailored to be manageable by PII Controllers, it must re-
main broad enough to ensure that individuals are notified of a 
security incident when circumstances warrant notification—
such as when such incidents put them at increased risk of iden-
tity theft, or when they might experience reputational harm, 
among other things. Any consideration of what should or 
should not be included in such a law must be guided by the fun-
damental need to inform individuals of such a security event so 
that they may take steps to mitigate against further loss. 

It is critical that a Model Data Breach Notification Law 
should be drafted with these principles in mind. 
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III. ANALYSIS AND DISCUSSION OF CURRENT STATE DATA 

BREACH NOTIFICATION LAWS  

Set forth below is an analysis of areas of current state data 
breach notification laws that this Commentary seeks to address. 

A. Is PII Involved in the Incident? 

The first step in determining whether an entity would need 
to send notice pursuant to the proposed model statute is deter-
mining whether PII was involved in the incident. PII is infor-
mation that, when used alone or with other data, can identify an 
individual. An entity that does not collect PII need not worry 
about having to provide notice to individuals of data security 
incidents, and entities that do collect PII can take steps to seg-
ment such data or focus their data protection efforts on such 
data in order to minimize their risk of suffering a notice-trigger-
ing incident. 

B. If the Incident Involves PII, Is It a Security Breach? 

1. Inconsistencies in Current State Law on What Should 
Constitute a Notifiable Data Breach 

After determining that PII was affected by a security inci-
dent, the next step in determining whether notification is re-
quired is to assess whether the incident constitutes a data 
breach.8 If PII was involved, the next question is whether the 
unauthorized user interacted with the data in a manner that 

 

 8. See Fero v. Excellus Health Plan, Inc., 304 F. Supp. 3d. 333, 339 
(W.D.N.Y. 2018) (“plaintiffs had standing to bring data breach claims when 
the breached database contained personal information such as ‘names, dates 
of birth, marital statuses, genders, occupations, employers, Social Security 
Numbers, and Driver’s license numbers.”), citing Whalen v. Michaels Stores, 
Inc., 689 Fed. App’x 89, 91 (2d. Cir. 2017). Virtually every state data breach 
notification law covers personal information. 
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may necessitate notice. The terms most often used by state noti-
fication statutes in defining what must have happened to the 
data in question for the statutes to apply include accessed, viewed, 
disclosed, acquired, and exfiltrated. 

These different terms are subject to interpretation and de-
bate—the Venn diagram below provides one such interpreta-
tion: 

 
Access is considered the broadest definition. For example, in 

the context of the Computer Fraud and Abuse Act (“CFAA”), 18 
U.S.C. § 1030, et. seq., a defendant was found to have “accessed” 
America Online’s computers by sending email through them: 
“For purposes of the CFAA, when someone sends an email mes-
sage from his or her own computer, and the message then is 
transmitted through a number of other computers until it 
reaches its destination, the sender is making use of all of those 
computers and is therefore ‘accessing’ them.”9 

A minority of states use the “access” approach.10 “Acquisi-
tion” is considered a narrower definition and has been adopted 

 

 9. Am. Online, Inc. v. Nat’l Health Care Discount, Inc., 121 F. Supp. 2d 
1255, 1273 (N.D. Iowa 2000). 
 10. See, e.g., FLA. STAT. ANN. § 501.171(1)(a) (“‘Breach of security’ or 
‘breach’ means unauthorized access of data in electronic form containing 
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by the vast majority of states.11 However, the trend may be be-
ginning to move in the other direction. New York recently 
moved from acquisition to access.12 

 
personal information.”); N.J. STAT. ANN. § 56:8-163(a) (“Any business that 
conducts business in New Jersey, or any public entity that compiles or main-
tains computerized records that include personal information, shall disclose 
any breach of security of those computerized records following discovery or 
notification of the breach to any customer who is a resident of New Jersey 
whose personal information was, or is reasonably believed to have been, ac-
cessed by an unauthorized person.”); CONN. GEN. STAT. ANN. § 36a-701b(a) 
(“‘breach of security’ means unauthorized access to or unauthorized acqui-
sition of electronic files, media, databases or computerized data, containing 
personal information when access to the personal information has not been 
secured by encryption or by any other method or technology that renders the 
personal information unreadable or unusable.”); R.I. GEN. LAWS ANN. § 11-
49.3-3(a)(1) (“‘Breach of the security of the system’ means unauthorized ac-
cess or acquisition of unencrypted, computerized data information that com-
promises the security, confidentiality, or integrity of personal information 
maintained by the municipal agency, state agency, or person.); P.R. LAWS 
ANN. tit. 10 § 4051(c) (“Violation of the security system. — Means any situa-
tion in which it is detected that access has been permitted to unauthorized 
persons or entities to the data files so that the security, confidentiality or in-
tegrity of the information in the data bank has been compromised . . . .”). 
 11. See, e.g., COLO. REV. STAT. ANN. § 6-1-716(h) (“‘Security breach’ means 
the unauthorized acquisition of unencrypted computerized data that com-
promises the security, confidentiality, or integrity of personal information 
maintained by a covered entity.”); MINN. STAT. ANN. § 325E.61(1)(d) 
(“‘breach of the security of the system’ means unauthorized acquisition of 
computerized data that compromises the security, confidentiality, or integ-
rity of personal information maintained by the person or business.”); UTAH 

CODE ANN. § 13-44-102(1)(a) (“‘Breach of system security’ means an unau-
thorized acquisition of computerized data maintained by a person that com-
promises the security, confidentiality, or integrity of personal information.”). 
 12. See N.Y. GEN. BUS. LAW § 899-aa(c) (“‘Breach of the security of the sys-
tem’ shall mean unauthorized access to or acquisition of, or access to or ac-
quisition without valid authorization, of computerized data that comprises 
the security, confidentiality, or integrity of private information maintained 
by a business.”). 
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Some states have recognized that it is difficult to determine 
absolutely that access took place due to insufficient logging or 
log retention, sophisticated attackers, or intervening circum-
stances. These states require that a PII Controller report a breach 
if it has a reasonable belief of access without providing any exam-
ples of what constitutes a reasonable belief.13 

Due to the potential difficulty in distinguishing whether a 
threat actor has acquired data because of the sophistication of 
the threat actor or insufficient logging by the breached entity, 
the Drafting Team believes a broad definition of “Security 
Breach” is appropriate. The Commentary’s proposed Model Date 
Breach Notification Law hinges the definition on unauthorized 
access to PII, rather than unauthorized acquisition, disclosure, 
or theft, for example. This approach simplifies the analysis nec-
essary to determine whether notice should be provided and can 
help avoid incentivizing businesses to collect less logging infor-
mation in order to be able to claim an inability to establish ac-
quisition. 

While a broader definition of “Security Breach” could in-
clude access to data or a circumstance that would lead a 

 

 13. See, e.g., ALASKA STAT. § 45.48.090(1) (“‘breach of the security’ means 
unauthorized acquisition, or reasonable belief of unauthorized acquisition, 
of personal information that compromises the security, confidentiality, or in-
tegrity of the personal information maintained by the information collec-
tor . . . .”). The concept of reasonable belief is also sometimes applied to a risk 
of harm analysis, though for purposes of this analysis we are limiting its use 
to the access or acquisition of data. See KY. REV. STAT. ANN. § 365.732(1)(a) ( 
“‘Breach of the security of the system’ means unauthorized acquisition of 
unencrypted and unredacted computerized data that compromises the secu-
rity, confidentiality, or integrity of personally identifiable information main-
tained by the information holder as part of a database regarding multiple 
individuals that actually causes, or leads the information holder to reasona-
bly believe has caused or will cause, identity theft or fraud against any resi-
dent of the Commonwealth of Kentucky.”). 
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reasonable PII Controller to believe that an unauthorized access 
to unencrypted data has occurred—regardless of whether that 
access compromises the security, confidentiality, or integrity of 
an individual’s PII maintained by that PII Controller—this def-
inition would be so broad that it would include certain security 
incidents that would have very little likelihood of harm to indi-
viduals whose PII was accessed. Excluding those incidents 
would have the benefit of encouraging PII Controllers to adopt 
best practices. One such exclusion would be for unauthorized 
access to encrypted or sufficiently de-identified data.14 Where 
the accessed data is encrypted with sufficient security measures 
or de-identified in a way that prevents a threat actor from ac-
cessing the data, it should be unusable by bad actors. For this 
reason, access to encrypted or de-identified data should not be 
considered a security incident potentially worthy of requiring 
notice, unless the bad actor also possesses the encryption key or 
is otherwise likely able to reidentify the data.15 Additionally, 

 

 14. Many states include the issue of encryption in the definition of PII in-
stead of the definition of Security Breach. We believe it is more appropriately 
addressed in another section of the proposed model statute. This is because 
if a business collects social security numbers, for example, it may be en-
crypted at rest, but at some point it may be available in an unencrypted form. 
If the data is acquired while unencrypted, it is a breach. If PII is defined as 
“unencrypted data,” then whether a business holds PII can change based on 
the state or use of the data. 
 15. See, e.g., TEX. BUS. & COM. CODE § 521.053(a) (“In this section, ‘breach 
of system security’ means unauthorized acquisition of computerized data 
that compromises the security, confidentiality, or integrity of sensitive per-
sonal information maintained by a person, including data that is encrypted 
if the person accessing the data has the key required to decrypt the data.”); 
CAL. CIV. CODE § 1798.29(a) (“Any agency that owns or licenses computer-
ized data that includes personal information shall disclose any breach of the 
security of the system following discovery or notification of the breach in the 
security of the data to any resident of California (1) whose unencrypted per-
sonal information was, or is reasonably believed to have been, acquired by 
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there are several different encryption techniques and algo-
rithms, some of which are no longer effective. Thus, encryption 
should be separately defined to mean, “a technology for secur-
ing computerized data in such a manner that it is rendered un-
usable, unreadable, or indecipherable without the use of a de-
cryption process or key that is not accessible by unauthorized 
persons.” While an exclusion for encrypted data could be built 
into the definition of “Security Breach” or the definition of “PII,” 
the clearest way to create such an exclusion is by a separate stat-
utory provision. (See further discussion of encryption, de-iden-
tification and related technologies in Section III.E.) 

Another situation in which there is a low likelihood of injury 
to the individual(s) in question exists where data is accessed by 
someone without authorization, but the access was made in 
good faith by an internal employee, or an agent, for authorized 
business purposes. Thus, an exception from the definition of Se-
curity Breach should be made for this situation, as is already 
common in many data breach laws.16  

 
an unauthorized person, or, (2) whose encrypted personal information was, 
or is reasonably believed to have been, acquired by an unauthorized person 
and the encryption key or security credential was, or is reasonably believed 
to have been, acquired by an unauthorized person and the agency that owns 
or licenses the encrypted information has a reasonable belief that the encryp-
tion key or security credential could render that personal information read-
able or useable.”). 
 16. See IOWA CODE § 715C.1(1) (“Good faith acquisition of personal infor-
mation by a person or that person’s employee or agent for a legitimate pur-
pose of that person is not a breach of security, provided that the personal 
information is not used in violation of applicable law or in a manner that 
harms or poses an actual threat to the security, confidentiality, or integrity of 
the personal information.”). 
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2. Challenges Created by Current Laws 

The use of the term “acquisition” as the means of data inter-
action for triggering a potential notice obligation is not only less 
consumer-friendly but also may create difficulties in the cloud 
computing context. Threat actors may still “access” information 
in cloud computing environments without “acquiring” it, lead-
ing to a significant risk of harm to the individuals whose data is 
housed in the cloud. State statutes that use the term “acquisi-
tion” without a corresponding “risk of harm” analysis (as dis-
cussed below) significantly disadvantage individuals whose 
data is impacted by a security incident. This can also lead to fur-
ther confusion among PII Controllers, who will need to imple-
ment different notice thresholds in different states. 

Finally, because security incidents are often very specific, 
and listing all possible variations of a “harmless” breach would 
be futile, it would be worthwhile to insert a “catch-all” provi-
sion for access to data that is unlikely to lead to harm (see Risk 
of Harm discussion, below). This determination, however, 
should be made by a data collector , as otherwise the incentive 
would be too great for a PII Controller to rationalize why any 
individual breach is unlikely to lead to harm. 

C. The Type of PII Involved Determines Whether Notification Is 
Necessary 

Currently, state data breach notice laws vary significantly in 
their definitions of what sorts of PII can trigger a notice obliga-
tion. Most states contain a laundry list of data elements that are 
amended from time to time in order to keep up with advances 
in technology. These lists can and do vary widely from state to 
state. 

Further, the nature of data breaches has evolved to include 
an increased scope of PII. Previously, data breaches typically in-
volved financial or other information that could be used to 



DATA BREACH NOTIFICATION MODEL (DO NOT DELETE) 8/13/2024 10:47 AM 

2024] PROPOSED MODEL DATA BREACH NOTIFICATION LAW 563 

commit identity theft. Now, threat actors are increasingly fo-
cused on acquiring a much broader scope of personal infor-
mation, including private information, and then commoditizing 
that information for purposes beyond financial fraud. For these 
reasons, the Commentary’s two-tiered approach to defining PII 
means that harm beyond economic loss—such as bodily harm, 
psychological distress, damage to reputation or relationships, or 
loss of employment, business, or professional opportunities—
may require notice. 

1. Current State Data Breach Notification Laws 

In the United States, there are varying definitions of PII 
among the states. Each state’s data breach notification law spec-
ifies the particular information that is defined to be “personal,” 
such that a compromise of that kind of information may amount 
to a reportable breach. The definition of PII in these state breach 
notification laws is therefore static. That is, there is no flexibility 
in the statute to interpret the definition of PII to include a cate-
gory of information that is not expressly identified. 

This static approach to defining PII does not account for the 
evolving cyber threat landscape, where new types of infor-
mation associated with individuals are compromised, and 
which can cause the same or greater level of harm as the com-
promise of traditionally recognized categories of PII. For exam-
ple, categories of personal information that are increasingly 
compromised include a data subject’s contact list, geolocation 
data, and employment information. As more of our business 
and personal lives are conducted online, and as PII continues to 
be commoditized through behavioral and targeted advertising, 
the ability of threat actors to monetize increasing categories of 
personal information continues to expand. A static definition of 
PII fails to account for this evolving threat. 
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This threat to an expanding number of categories of personal 
information can also be attributed to the increasing digitization 
of records by businesses of all sizes and across all industries. 
This move toward a digital economy contributes to the expan-
sion of information associated with individuals that is subject to 
compromise in a security incident. 

Additionally, a static definition of PII does not account for 
new categories of personal information that may be at risk as 
technologies emerge, such as biometrics (which is included in 
the definition of PII in some state breach notification laws), be-
havioral modeling, and information captured by voice assis-
tants or connected vehicles. 

A static approach to defining PII requires legislative reform 
as new categories of PII are revealed to be at risk of giving rise 
to harm when subjected to unauthorized access. 

2. Current Compliance Challenges 

The practical problem that a PII Controller faces in the event 
of a security incident is the conflicting state regimes with which 
it must comply. What may constitute a reportable incident in 
one state is not necessarily so in another. 

The fact that a state breach notification law has included a 
particular category of information in the definition of PII im-
plies that a compromise of such data could give rise to harm. 
Likewise, the absence of a particular category of information 
from the specific list of PII in the state breach notification law 
suggests that a compromise of such information would not give 
rise to harm in that jurisdiction. For that reason, notice to im-
pacted individuals involving that omitted category of infor-
mation is not required. But data is not different depending on 
jurisdiction, and state-by-state definitions of PII have created 
more complications than benefits to governments, entities, and 
individuals. Based on those categories of information identified 
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in the definition of PII, a PII Controller may develop a data pro-
tection strategy that focuses on protecting listed categories of 
information. In this way, the state breach notification laws indi-
rectly incentivize PII Controllers to implement reasonable safe-
guards for the categories of information included in the defini-
tion of PII. However, the varying and conflicting definitions of 
PII in the state breach notification laws create inconsistent in-
centives for organizations in developing their data protection 
strategy. 

The following types of information associated with individ-
uals have been included in various states’ definitions of PII: 

• Social Security number; 
• motor vehicle operator’s license number or non-

driver identification card number; 
• financial account number or credit or debit card 

number, if circumstances exist in which the num-
ber could be used without additional identifying 
information, access codes, or passwords; 

• account passwords or personal identification 
numbers or other access codes for a financial ac-
count; 

• biometric information, including a fingerprint, 
retinal scan, and facial recognition data; 

• genetic information; 
• health information; 
• health insurance policy number or health insur-

ance identification number and any unique iden-
tifier used by a health insurer to identify an indi-
vidual; 

• login credentials, including a username or pass-
word; and 

• passport number. 
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Specific examples of the discrepancies with respect to the 
definition of PII are as follows: 

Biometric data is included in the definition of PII in several 
states, including Arizona, Arkansas, California, Colorado, Con-
necticut, Delaware, District of Columbia, Illinois, Iowa, Louisi-
ana, Maryland, Michigan, Nebraska, New Mexico, North Caro-
lina, South Carolina, South Dakota, Texas, Vermont, and 
Wisconsin,17 but not in others such as Alabama, Indiana, Kansas, 
Massachusetts, and Nevada.18 

Passport number is included in the definition of PII in states 
such as Alabama, Arizona, California, Colorado, Connecticut, 
Delaware, District of Columbia, Florida, Kentucky, Louisiana, 
Maryland, Michigan, North Carolina, and Vermont,19 but not in 
 

 17. ARIZ. REV. STAT. § 44-7501(11); ARK. CODE. ANN. § 4-110-103(7); CAL. 
CIV. CODE ANN. § 1798.29(g); COLO. REV. STAT. ANN. § 6-1-716(g); CONN. GEN 
STAT. § 36a-701b(a); DEL. CODE. ANN. tit. 6 §12B-101(7); D.C. CODE ANN. § 22–
3227.01(3); ILL. COMP. STAT. ANN. ch. 815 § 530/5(1)(F); IOWA CODE 
§ 715C.1(11); LA. REV. STAT. § 51:3073(4)(a); MD. COM. LAW. CODE ANN. §14-
3501(e); MICH. COMP. LAWS ANN. § 445.63(q); NEB. REV. STAT. § 87-802(5); 
N.M. STAT. ANN. § 57-12C-2(C); N.C. GEN. STAT. ANN. § 75-66(c); S.C. CODE 
ANN. § 30-2-30(1); S.D. CODIFIED LAWS § 22-40-19(4); TEX. BUS. COM. CODE 
§ 521.002(a); VT. STAT. ANN. tit. 9 § 2430 (10); WIS. STAT. ANN. § 134.98(1)(b). 
On June 6, 2023, Florida Governor Ron DeSantis signed Senate Bill 262 to 
create the Florida Digital Bill of Rights which includes language to expand 
the definition of PII in Florida’s breach notification law to include biometric 
data, effective July 1, 2024. 
 18. CODE OF ALA. § 8-38-2(6); FLA. STAT. ANN. § 501.171(1)(g); IND. CODE. 
ANN. § 24-4.9-2-10; KAN. STAT. ANN. § 50-7a01(g); MASS. GEN. LAWS ANN. ch. 
93H, § 1(a); NEV. REV. STAT. ANN. § 603A.040(1). 
 19. CODE OF ALA. § 8-38-2(6); ARIZ. REV. STAT. § 44-7501(11); CAL. CIV. 
CODE ANN. § 1798.29(g); COLO. REV. STAT. ANN. § 6-1-716(1)(g); CONN. GEN 
STAT. § 36a-701b(a); DEL. CODE. ANN. tit. 6 § 12B-101(7); D.C. CODE ANN. 
§ 22–3227.01(3); FLA. STAT. ANN. § 501.171(1)(g); KY. REV. STAT. ANN. § 
365.720(4); LA. REV. STAT. § 51:3073(4)(a); MD. COM. LAW. CODE ANN. § 14-
3501(e); N.C. GEN. STAT. ANN. § 75-66(c); VT. STAT. ANN. tit. 9 § 2430 (10); VA. 
CODE ANN. § 18.2-186.6(A). 
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others such as Arkansas, Indiana, Massachusetts, Minnesota, 
Nebraska, New Mexico, Nevada, and Rhode Island.20 

A broad definition of PII serves to clarify the obligations on 
PII Controllers with respect to their obligations in protecting PII. 

3. Guidance Regarding the Scope of PII 

A potential criticism of a broad PII definition is that PII Con-
trollers will not have advance notice of the specific types of PII 
that could trigger a notice obligation if accessed without author-
ization, and that PII Controllers may be penalized for failing to 
provide notice based on unauthorized access to data that they 
did not consider to be PII. However, the proposed definition, 
while broad, is clear and straightforward: it covers factual or 
subjective information about, pertaining to, or traceable to, an 
identifiable individual. 

Guidance is provided on the scope of PII as follows: 
• Information will pertain to, be traceable to, or be 

about an identifiable individual, even where the 
information does not itself identify that individ-
ual, where it is more likely than not that an indi-
vidual could be identified through the use of that 
information, either alone or in combination with 
other information. 

• Information can meet the definition of PII regard-
less of how it was accessed or acquired, including 
information voluntarily provided, or observed, 
derived, or inferred from nonconfidential source 
material. 

 

 20. See id; MINN. STAT. ANN. § 325E.61(1)(e); R.I. GEN. LAWS § 11-49.3-
3(a)(8). 
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The following is an illustrative but nonexhaustive list of clas-
ses of PII (either by itself or in connection with other PII) to aid 
in current understanding and future analysis: 

• Name (including full name); 
• Government-issued numbers or other unique 

identifiers (social security numbers, passport 
numbers, motor vehicle operator’s license num-
bers, state identification card numbers, etc.); 

• Dates pertaining to an individual (birth date, 
wedding date, graduation date, death date, mili-
tary enlistment or discharge date, etc.); 

• Financial account numbers—real or virtual (any 
bank account numbers, credit card numbers, in-
vestment or retirement account numbers, virtual 
currency account numbers, etc.); 

• Any login credentials (email address, username, 
password or other access code such as a personal 
identification number (“pin” or “pin number”), 
or security question or password recovery an-
swers); 

• Biometric data (more specifically, an individual’s 
physiological, biological, or behavioral character-
istics, including an individual’s deoxyribonucleic 
acid (DNA), that can be used, singly or in combi-
nation with each other or with other identifying 
data, to establish individual identity); 

• Insurance information (identification numbers, 
insurance policy numbers, or any other unique 
identifying number); 

• Health information (health history, information 
about illnesses, information or observations 
about a patient, etc.); 
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• Employee personnel files or similar evaluations 
or personal commentary (subjective or objective 
employee performance metrics, any kind of per-
sonal analysis, goals that might be about an iden-
tifiable individual, etc.); 

• Physical asset information that consistently links 
an item to an individual (Media Access Control 
(MAC) address, Internet Protocol (IP) address, 
car license plate number, home address); 

• Geolocation data (such as data used on ride-shar-
ing apps, shopping or discount apps, augmented-
reality apps or games); 

• Customer loyalty or affinity account numbers; 
• Physical asset or software usage data (browser 

history, cookies, software tokens, usage 
metadata, etc.); or 

• Any other unique, number-based code or charac-
teristic that is about an identifiable individual 
(phone number, an organizational anonymized 
code for an individual, etc.). 

4. International Trends Regarding PII 

Smart phones and devices—and, therefore, applications that 
collect, maintain, and control PII—are used by individuals do-
mestically and internationally. Accordingly, there is value in 
moving toward a definition of PII that more closely aligns with 
the international approach. Increasingly, PII Controllers con-
duct business in multiple jurisdictions and are required to com-
ply with varying, conflicting regulatory regimes. Incentivizing 
PII Controllers to take privacy seriously and to incorporate pri-
vacy by design is supported by moving toward the broader ap-
proach to defining PII globally. 
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The General Data Protection Regulation (GDPR), a law that 
imposes obligations and regulations on entities that target or 
collect data related to individuals in the European Union, uses 
a broad definition of PII. “Personal data” is defined as “any in-
formation relating to an identified or identifiable natural person 
(“data subject”); an identifiable natural person is one who can 
be identified, directly or indirectly, in particular by reference to 
an identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or 
social identity of that natural person.”21 

Likewise, the Canadian Personal Information Protection and 
Electronic Documents Act (PIPEDA) uses a broad definition of 
PII. Under PIPEDA, personal information is defined as “infor-
mation about an identifiable individual.”22 In guidelines issued 
by the Office of the Privacy Commissioner (which oversees the 
administration of PIPEDA), PII is further explained to be “any 
factual or subjective information, recorded or not, about an 
identifiable individual,” and examples of PII are provided.23 

For the reasons discussed herein, the Commentary proposes 
a two-tiered definition of PII that will provide clarity to PII 

 

 21. Regulation (EU) 2016/679 of the European Parliament and of the Coun-
cil of 27 April 2016 on the Protection of Natural Persons with Regard to the 
Processing of Personal Data and on the Free Movement of Such Data, and 
Repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. 
(L 119/1), art. 4 (1), available at https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32016R0679#PP3Contents. 
 22. Personal Information Protection and Electronic Documents Act, S.C. 
2000, c.5, § 2(1). 
 23. PIPEDA requirements in brief, OFFICE OF THE PRIVACY COMMISSIONER OF 

CANADA, https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-can-
ada/the-personal-information-protection-and-electronic-documents-act-
pipeda/pipeda_brief/ (last visited Aug. 2, 2024). 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679#PP3Contents
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R0679#PP3Contents
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda_brief/
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Controllers so that determinations of notification obligations 
can be more easily made. 

Category I PII includes, among other things as listed in the 
draft of the Model Law, Social Security numbers, driver’s li-
cense numbers, and sensitive health information; financial in-
formation; and account and login credentials. Any PII Control-
ler that has experienced a Security Breach involving  
Category I PII may seek to determine as to any PII Subject asso-
ciated with the PII in question whether the Security Breach as to 
that associated PII is unlikely to have caused and is unlikely to 
cause Harm to that PII Subject. 

Category II PII includes but is not limited to date of birth; 
maiden name of the individual’s mother; digitized or other elec-
tronic signature; insurance information (identification numbers, 
insurance policy numbers, or any other unique identifying 
number); health information that is not sensitive diagnosis in-
formation (health history, information about illnesses, infor-
mation or observations about a patient, etc.) Any PII Controller 
that has experienced a Security Breach of Category II PII shall 
determine as to each PII Subject associated with the PII in ques-
tion whether the Security Breach as to that associated PII has 
likely caused or is likely to cause Harm to that PII Subject. 

D. What Role Should Risk of Harm Analysis Play in Data Breach 
Notification? 

Because the nature of data breaches has evolved to include 
an increased scope of PII, the scope of harm has likewise 
evolved. Accordingly, the next step in determining whether no-
tification of a security incident is required involves performing 
a “risk of harm” analysis. Put in the simplest of terms: if an in-
dividual is likely not to experience harm as a result of a Security 
Breach, then providing notice to that individual is 
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unnecessary.24 The vast majority of state data breach notification 
laws require some analysis by the impacted PII Controller of the 
risk of harm to the individual associated with the PII in question 
by reason of the event in question before a notification require-
ment is triggered. The standard for determining whether a suf-
ficient risk of harm exists to require notification varies across 
those states, however, and uniformity is necessary to eliminate 
confusion. 

1. The Variation in Risk-of-Harm Standards and 
Definitions Is Problematic 

For most states, the statutory formulations require some de-
gree of likelihood of some sort of harm to the individual associ-
ated with the PII in question in order to trigger a notice obliga-
tion to the individual affected. The statutory formulations vary 
widely, however, in regard to what sort of harm and to what de-
gree of likelihood that harm must exist for notice to be required. 
For example, in New Jersey, notification is not required if the 
business or public entity establishes that misuse of the infor-
mation is not reasonably possible.25 In North Carolina, notifica-
tion is not required if a breach does not result in illegal use of 
PII, is not reasonably likely to result in illegal use, or there is no 
material risk of harm to a consumer.26 In Massachusetts, 

 

 24. This statutory “risk of harm” analysis for breach notification is related 
to but very distinct from the question of whether “concrete, particularized 
harm” or “intangible” injury exists—including the “risk” of injury—that is 
central to whether plaintiffs have standing to sue over a data breach and 
whether their claims are viable. The “risk of harm” analysis for statutory data 
breach notification purposes presents different concerns from the “injury” 
requirement for Article III standing. Accordingly, this Commentary refers 
only to “risk of harm” in statutory construction and is not intended to pro-
vide any analysis concerning venue or jurisdiction in litigation.  
 25. N.J. STAT. ANN. § 56:8-163(a). 
 26. N.C. GEN. STAT. § 75-61(14). 
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notification is required where the breach creates a “substantial 
risk of identity theft or fraud against a resident of the Common-
wealth,” or when the person or agency knows or has reason to 
know that the PII of such resident was acquired or used by an 
unauthorized person or used for an unauthorized purpose.27 In 
Indiana, notification is required “if the database owner knows, 
should know, or should have known that the unauthorized ac-
quisition constituting the breach has resulted in or could result 
in identity deception, identity theft, or fraud affecting the Indi-
ana resident.”28 Under other frameworks, there is a presump-
tion of harm (and thus a requirement to give notice) unless it is 
“reasonable” to conclude otherwise.29 

The current statutory formulations of the risk-of-harm 
standard are problematic for two reasons. First, the differences 
between the formulations create the distinct possibility of iden-
tical facts triggering a notice obligation in one jurisdiction but 
not in another. Second, the vagueness of those formulations ar-
guably denies PII Controllers fair notice of what the formula-
tions require, and that vagueness at a minimum creates an un-
desirable range of differing, but reasonable, interpretations of 
those requirements. For example, the use of subjective terms 
like “low,” “high,” “significant,” “material,” “reasonably,” and 
“substantial” to define how likely the harm in question must be 
for a notice obligation to exist leaves the decision of whether a 
notice obligation has been triggered very much in the eye of the 
beholder. And this problem is exacerbated by those statutory 
formulations that, rather than following the example of states 

 

 27. See IOWA CODE § 715C.1(1).  
 28. IND. CODE ANN. § 24-4.9-3-1(a). 
 29. Looking to Europe, the GDPR requires personal notifications when the 
personal data breach is likely to result in a “high risk to the rights and free-
doms of natural persons,” unless certain conditions are met. See generally 
General Data Protection Regulation, supra note 21, article 35.  
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like Indiana (which, as noted, defines the relevant “harm” as 
“identity deception, identity theft, or fraud”), provide no defi-
nition at all of what constitutes “harm” for purposes of the stat-
ute, and thus leave that core issue wholly open to interpretation 
and subjective judgment. The likely result? Breached entities 
will likely conclude that no risk of harm resulted at all. 

A requirement that the acquisition/access is “reasonably 
likely to cause injury or identity theft or fraud” leaves the deter-
mination solely in the hands of the data collector or owner. 
Some PII Controllers may underestimate or misunderstand the 
potential risk of harm and inadvertently default to finding that 
the likelihood of injury is low and therefore not be incentivized 
to provide notice to individuals. Others may be incentivized to 
find that no harm exists given the cost of sending notice. Under 
other frameworks, there is a presumption of harm (and thus a 
requirement to give notice) unless reasonable to conclude oth-
erwise. In tacit recognition of the interpretive problems created 
by the current statutory formulations of the risk-of-harm stand-
ard, some state statutes inject the relevant regulator into the pro-
cess by which PII Controllers apply the risk-of-harm standard. 
Vermont, for example, has a “negative option” harm trigger 
stating that if a data PII Controller believes misuse of personal 
information is not reasonably possible, and it informs the Attor-
ney General, it need not notify potentially affected persons.30 

Florida requires that the risk-of-harm analysis be conducted in 
consultation with relevant federal, state, or local law enforce-
ment agencies.31 Alaska similarly requires the giving of notice to 
the state Attorney General as a condition of determining that no 
reasonable likelihood of harm exists.32 Presumably, statutory 

 

 30. VT. STAT. ANN. tit. 9 § 2435(d). 
 31. FLA. STAT. ANN. § 501.171(4)(c). 
 32. ALASKA STAT. ANN. § 45.48.101(c). 
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provisions like these are premised on a concern that because the 
statute’s risk-of-harm standard is vague and subjective, and if 
the statute leaves the risk-of-harm determination solely in the 
hands of the PII Controller, breach notification that the relevant 
regulator believes should be given will not be given. Whatever 
the merit may be of such statutory provisions and the policy 
concerns on which they are presumably premised, the Commen-
tary views these “run it by the regulator” provisions as corrob-
oratory of the highly problematic vagueness and subjectivity 
built into the current statutory formulations of the risk-of-harm 
standard. 

2. Considerations to Address Issues Created by Various 
Risk-of-Harm Standards 

The statutory framework for the Health Insurance Portabil-
ity and Accountability Act (“HIPAA”) provides a helpful anal-
ysis in determining when notification of a Security Breach is 
necessary. Under that statute, the “acquisition, access, use, or 
disclosure of protected health information in a manner not per-
mitted” under the statute is presumed to be a breach “unless the 
covered entity or business associate, as applicable, demon-
strates that there is a low probability that the protected health 
information has been compromised based on a risk assessment” 
constituting four factors.33 Following those factors provides 
guidance and a framework for assessing risk of harm in other 
data contexts. 

a. The Nature and Extent of the Information 
Involved 

Consider the nature and extent of the PII involved. Is it sen-
sitive information? Is it financial? Could it be used for extortion 

 

 33. CFR § 164.402(2). 
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or to hurt someone’s reputation? What type of information was 
inappropriately disclosed or used? Would the unauthorized ac-
cess, unavailability, or modification of the PII likely harm the 
data subject? (See discussion of what constitutes PII in Section 
IV.A.)34 

b. The Recipient of the PII 

Consider the unauthorized person who accessed the PII. 
This analysis is different from any analysis performed to deter-
mine if a Security Breach has occurred. Is the recipient a criminal 
actor? Also consider whether this person has legal obligations 
to protect the information—for example, is the person or entity 
required to comply with confidentiality or nondisclosure obli-
gations or applicable privacy laws? If so, there may be a lower 
probability that the PII has been compromised. Also consider if 
the unauthorized person has the ability to reidentify or decrypt 
the information. 

c. Whether the PII Was Actually Acquired, Used, or 
Viewed 

In other instances, it may be possible to determine that the 
PII accessed as a result of the security incident has not, in fact, 
been viewed or used in a manner that likely caused or is likely 
to cause the requisite harm.35 For example, this would be the 
 

 34. As discussed in the Proposed Model Data Breach Notification Law, at 
IV.D., if there is reason to believe that a prior risk of harm analysis has 
changed (e.g., the PII Controller determined that there was no risk of harm, 
but the information was later found on the dark web), the PII Controller 
should reexamine the analysis and provide notice if necessary. 
 35. Some security incidents may fall into another type of safe harbor be-
cause the PII was encrypted, de-identified, anonymized, or otherwise ren-
dered inaccessible, and therefore not reasonably likely to ever be used or 
viewed. But this consideration, while important, goes to whether or not a 
Security Breach even occurred. 
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case if a laptop containing PII is stolen but soon after tracked to 
a pawnshop, where it is determined that the laptop was never 
actually accessed or forensically imaged/copied by an unau-
thorized individual. Accordingly, there is little to no risk of 
harm, and therefore notice need not be provided. 

d. Mitigation of the Risk Following Unauthorized 
Disclosure 

Consider the extent to which the risk of harm from unau-
thorized access to the PII in question has been mitigated by the 
entity that suffered the security incident (as compared to miti-
gation efforts the affected individuals might employ). For exam-
ple, consider whether the PII Controller has obtained the recip-
ient’s assurances that the PII will not be further used or 
disclosed (through a confidentiality agreement or similar 
means), has been completely returned, or has been/will be de-
stroyed. This factor, when considered in combination with the 
nature of the unauthorized recipient, may lead to a determina-
tion that the requisite risk of harm has not been established pro-
vided that the recipient is able to be identified, and legal action 
can be brought against the recipient, if necessary. For example, 
an entity may be able to obtain and rely on the assurances of an 
employee, affiliated entity, or vendor that they destroyed the 
information in order to make such a determination. However, 
such assurances from other third parties may not be sufficient 
to overcome other indicia that the requisite risk of harm exists. 

3. Advantages of the Two-Tiered PII Approach 

The flexible approach to defining PII encourages PII Con-
trollers to address the risk of harm in a proactive way. They can 
consider what forms of PII they are responsible for safeguard-
ing, assess whether a compromise of that information could 
conceivably give rise to a risk of harm, and then make decisions 
as to the appropriate levels of safeguards to protect that PII. 
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Under the Commentary’s proposal, a PII Controller that has 
experienced a Security Breach involving Category I PII may 
seek to determine as to any PII Subject associated with the PII in 
question whether the Security Breach as to that associated PII is 
unlikely to have caused and is unlikely to cause harm to the PII 
Subject; unless it makes such a determination, the PII Controller 
is required to give notice of the Security Breach to that PII Sub-
ject. However, whether other PII (such as subscription to a mag-
azine or membership to an organization) is sufficiently sensitive 
depends on contextual considerations, such as the nature of the 
magazine, or the PII Controller and the nature of the PII. For 
example, a membership list for Alcoholics Anonymous may be 
sufficiently sensitive, whereas a membership list for a “dog lov-
ers” organization may not be. The potential risk of harm from 
unauthorized access to information showing the names of mem-
bers of Alcoholics Anonymous is evident. Accordingly, under 
the Commentary’s proposal, a PII Controller that has experienced 
a Security Breach involving Category II PII must determine as 
to any PII Subject associated with the PII in question whether 
the Security Breach as to that associated PII is likely to have 
caused or is likely to cause harm to the PII Subject and, if it 
makes such a determination, is required to give notice of the Se-
curity Breach to that PII Subject. 

This context-specific analysis may incentivize PII Control-
lers to engage in PII analysis prior to a breach. Such analysis 
promotes consideration of privacy issues in a preventive man-
ner, rather than a reactive one, and informs the PII Controller’s 
assessment of the required safeguards. 

E. Elaboration on the Effect of Encryption and De-identification 

Existing breach notification statutes recognize that some 
data security incidents may have no practical consequences be-
cause the accessed data is either not accessible to or usable by 
anyone other than its owner, or it is not likely to be capable of 
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being associated with an individual or household. In effect, this 
means that no data breach affecting PII has occurred in the first 
instance, much less is any harm to an individual likely. Thus, if 
the data that was disclosed without authorization is encrypted, 
de-identified, or otherwise rendered inaccessible or not attribut-
able to any individual, there is no reasonable likelihood of harm, 
and the incident is not a breach requiring notification. Differing 
treatments of encrypted and de-identified information create 
confusion and inconsistent outcomes when it comes to data 
breach notification. 

1. Encryption Is Already a Recognized Safe Harbor but 
Not Well-Defined 

As discussed above, “Encryption” for purposes of the Model 
Data Breach Notification Law proposed in this Commentary 
broadly means: “a technology for securing computerized data 
in such a manner that it is rendered unusable, unreadable, or 
indecipherable without the use of a decryption process or key, 
which is not accessible by unauthorized persons.” More specif-
ically, encryption is the process of using an algorithm to trans-
form information to make it unreadable in its original format for 
unauthorized users. This cryptographic method protects sensi-
tive data such as credit card numbers by encoding and trans-
forming information into unreadable cipher text. This encoded 
data may only be decrypted or made readable with a key. Sym-
metric-key and asymmetric-key are the two primary types of 
encryption. 

Most states’ data breach notification statutes provide for an 
exception to the requirement to notify individuals of a data 
breach involving their PII if the data exposed to unauthorized 
access was encrypted. California, for example, provides for this 
exception in requiring notification to residents: 
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(1) whose unencrypted PII was, or is reasonably be-
lieved to have been, acquired by an unauthorized 
person, or, (2) whose encrypted PII was, or is reason-
ably believed to have been, acquired by an unauthor-
ized person and the encryption key or security cre-
dential was, or is reasonably believed to have been, 
acquired by an unauthorized person and the agency 
that owns or licenses the encrypted information has 
a reasonable belief that the encryption key or security 
credential could render that PII readable or useable.36 

The data breach notification statutes of other states, like Illi-
nois, simply remove encrypted data from the definition of “PII” 
altogether, the consequence of which is that unauthorized ac-
cess to encrypted data does not constitute a data breach in the 
first place: 

“Personal information” means either of the follow-
ing: “(1) An individual’s first name or first initial and 
last name in combination with any one or more of 
[several listed] data elements, when either the name 
or the data elements are not encrypted or redacted or 
are encrypted or redacted but the keys to unencrypt 
or unredact or otherwise read the name or data ele-
ments have been acquired without authorization 
through the breach of security; . . . [or] (2) User name 
or email address, in combination with a password or 
security question and answer that would permit ac-
cess to an online account, when either the user name 
or email address or password or security question 
and answer are not encrypted or redacted or are en-
crypted or redacted but the keys to unencrypt or 

 

 36. CAL. CIV. CODE § 1798.29(a). 
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unredact or otherwise read the data elements have 
been obtained through the breach of security.”37 

The Commentary believes an exclusion from breach notifica-
tion requirements for encryption-protected PII is appropriate, 
and it further believes the clearest mechanism for implementing 
such an exclusion is by means of a separate statutory provision 
rather than by building such an exclusion into the definition of 
“PII” or “Security Breach.” Accordingly, the Model Data Breach 
Notification Law proposed in this Commentary includes a sepa-
rate provision to implement an exclusion from breach notifica-
tion requirements for PII that is protected by encryption via gen-
erally accepted industry standards.38 

2. Many Existing Data Breach Laws Do Not Account for 
De-identification 

The intent of information sanitization, e.g., data anonymiza-
tion and pseudonymization, is privacy protection by de-identi-
fication. It is the process of either encrypting or removing PII 
from data sets, so that the people whom the data describe re-
main anonymous and are not reasonably capable of being iden-
tified. The GDPR strongly suggests that, where possible, stored 
data on people in the European Union undergo either an anon-
ymization or a pseudonymization process. Similarly, section 
164.514(a) of the HIPAA Privacy Rule provides the standard for 
de-identification of protected health information.39 Under this 
standard, health information is not individually identifiable if it 
 

 37. 815 ILL. COMP. STAT. § 530/5. 
 38. If, however, the PII Controller later learns or determines that the en-
cryption was defeated or the PII otherwaise was not de-identified or pro-
tected by encryption, then the exclusion would not apply, and the PII Con-
troller should revisit the breach notification analysis recommended by this 
Commentary. 
 39. 45 C.F.R. § 164.514. 
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does not identify an individual, and if the covered entity has no 
reasonable basis to believe it can be used to identify an individ-
ual. 

Pseudonymization is a data management and de-identifica-
tion procedure by which PII fields within a data record are re-
placed by one or more artificial identifiers, or pseudonyms. A 
single pseudonym for each replaced field or collection of re-
placed fields makes the data record less identifiable while re-
maining suitable for data analysis and data processing. The pro-
cess of obscuring data with the ability to reidentify it later is also 
called pseudonymization and is one way organizations can 
store data in a way that is HIPAA compliant. Note that the 
GDPR recitals point out that pseudonymized data is still per-
sonal data because as long as the key exists and has not been 
destroyed, there is always the chance that the data could be 
compromised. 

An exclusion from breach notification requirements for PII 
that is protected by de-identification is appropriate—provided 
that the breached entity can confirm that the threat actor does 
not have access to the key or other information sufficient to 
identify the individual. The clearest mechanism for implement-
ing such an exclusion is by means of a separate statutory provi-
sion, rather than by building such an exclusion into the defini-
tion of “PII” or “Security Breach.” Accordingly, the Model Data 
Breach Notification Law proposed in this Commentary includes 
an exclusion for PII protected by de-identification as part of the 
separate provision being proposed to implement an exclusion 
from breach notification requirements for PII that is protected 
by encryption. 
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F. How Should Notice Be Provided; Who Should Provide It; and 
What Should It Look Like? 

1. Current Data Breach Notification Laws Provide the 
Following Regarding what Constitutes Acceptable 
Notice 

The U.S. state data breach notification laws vary in terms of 
appropriate methods of notification, but all states give written 
notice via U.S. mail as at least one option. Often, written notice 
is framed as the first option in combination with other possible 
options (such as telephonic notice or electronic notice). Most 
states have an option for substitute notice, which is triggered by: 
(i) the cost of notification exceeding a certain threshold, (ii) the 
number of individuals affected exceeding a certain threshold, or 
(iii) the organization lacking appropriate contact information. 
Electronic or email notification is usually a form of substitute 
notice under most state statutes. Substitute notice often requires 
more actions than standard notice, as it generally requires, in 
addition to notice by email, posting to the organization website, 
and notification to statewide media. 

If email is given as an option for notice, it is often limited in 
the following ways: 

• Electronic notice, for those persons for whom it 
has a valid email address and who have agreed 
to receive communications electronically if the 
notice provided is consistent with the provisions 
regarding electronic records and signatures for 
notices legally required to be in writing set forth 
in 15 U.S.C. § 7001;40 or 

 

 40. See, e.g., CONN. GEN. STAT. § 36a-701b(e); MISS. CODE ANN. § 75-24-
29(6); MO. REV. STAT. § 407.1500(2)(6)(b). 
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• Electronic notice, if the notice provided is con-
sistent with the provisions regarding electronic 
records and signatures set forth in 15 U.S.C. 
§ 7001;41 or 

• Email notice, if a prior business relationship ex-
ists and the person or entity has a valid email ad-
dress for the individual.42 

2. Compliance with the Current Methods of Notification 
Can Be Problematic 

Providing written notice via U.S. mail can be very costly, 
particularly for small and midsize organizations. Most state 
laws have substitute notice provisions, which should provide a 
cheaper alternative to written U.S. mail notice. However, the 
available substitute notice provisions are often triggered by in-
dividual thresholds so high that they are not accessible to most 
organizations. In addition, though substitute notice may seem 
less costly on the surface, a closer look at most states’ provisions 
reveals a surprising lack of cost savings. Substitute notice allows 
a cheaper notification method (such as email), but only in con-
junction with relatively expensive notification methods (such as 
statewide media notification). Since data breaches will likely af-
fect most PII Controllers of varying levels of sophistication and 
size, it is problematic to make notice expensive or difficult. 
Complicated and costly methods of notification will not accom-
plish the broader goal of data breach notification, which is to 
alert individuals to enable them to protect themselves. 

 

 41. VT. STAT. tit. 9 § 2435(b)(6)(A)(ii)(II). 
 42. 73 PA. STAT. § 2302(3).  
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3. Considerations to Address Issues with Notification 
Methods 

The overarching purpose of state data breach notification 
laws is to provide prompt notice to individuals to permit them 
to take action to protect themselves against whatever harm they 
have been exposed to by the event in question. As such, a model 
method of notification should be simple and low cost, which 
will allow PII Controllers to accomplish this task quickly. 

To that end, the Commentary’s proposed Model Data Breach 
Notification Law provides that PII Controllers should be able to 
provide notice through traditional U.S. mail or email—pro-
vided that the PII Controller already communicates with the in-
dividual through email. Email is the primary mode of commu-
nication for most individuals today, and one that most 
individuals can be relied upon to check regularly. Many PII 
Controllers will have current email addresses of their custom-
ers. If PII Controllers already communicate with individuals via 
email, or if the customer has given their email address through 
the course of their business relationship, communicating 
through email gives notice to individuals quickly and effec-
tively. 

The Commentary’s proposed Model Data Breach Notification 
Law further provides that if a PII Controller does not have ac-
cess to the U.S. mail or email of each PII Subject, the PII Control-
ler should post notification of the Security Breach for at least 60 
days on the PII Controller’s website, if the PII Controller main-
tains one. This post should consist of a link to the notice on the 
home page or first significant page after entering the website. 
The link should be in larger or contrasting type, font, or color to 
surrounding text or set off from other text by symbols or marks 
that call attention to it. 
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4. Who Should Send Notice? 

The Commentary’s proposed Model Data Breach Notification 
Law provides that if a PII Controller experiences a Security 
Breach, conducts an investigation in accordance with Section 
IV.B of the Commentary and determines that the breach likely 
caused or is likely to cause harm to one or more of the PII Sub-
jects associated with the PII in question, then the PII Controller 
should provide notice of the Security Breach to each PII Subject 
as to whom the PII Controller made such determination. 

Where an obligation to provide notice of a Security Breach 
to a PII Subject exists under this Section IV.D of the Commentary, 
the proposed Model Data Breach Notification Law provides 
that such notice should be provided either by the PII Controller 
or by another party that has an agreement with the PII Control-
ler that requires the party to provide such notice.43 It is common 
for PII Controllers to share information related to PII Subjects 
with service providers and other contract partners. For example, 
a business may provide human resources data relating to its em-
ployees to its benefits provider, or a customer-facing business 
may provide customer preferences to a market research com-
pany. When a Security Breach occurs in this type of situation, 
the parties should “have the flexibility to set forth specific obli-
gations for each party, such as who will provide notice to indi-
viduals . . . , following a breach . . ., so long as all required noti-
fications are provided.”44 The parties could set forth in their 

 

 43. There are, of course, some exceptions—such as if the PII Controller 
was required to provide such notice under an agreement, but the relation-
ship between the PII Controller and the other party terminated, and the PII 
Controller no longer has access to the data to provide such notice. 
 44. Modifications to the HIPAA Privacy, Security, Enforcement, and 
Breach Notification Rules Under the Health Information Technology for 
Economic and Clinical Health Act and the Genetic Information Nondiscrimi-
nation Act; Other Modifications to the HIPAA Rules, 78 Fed. Reg. 5566 (Jan. 
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underlying agreement who is responsible for providing notice 
to impacted PII Subjects. In addition, the parties should deter-
mine which entity is in the best position to provide notice to the 
individual, by considering among other things: (1) which func-
tions the service provider or contract partner performs on behalf 
of the entity; (2) which entity has the relationship with the indi-
vidual; and (3) which entity has access to information to provide 
such notice.45 Parties should take steps to ensure that the indi-
vidual does not receive notifications from both the PII Control-
ler and the service provider about the same breach, which may 
create confusion.46 The PII Controller remains responsible for 
ensuring that notice of the Security Breach is provided, either by 
itself or by its service provider or contract partner. 

G. What Should Be the Timeline for Notification? 

1. General Issues Affecting the Timing of Data Breach 
Notification to Individuals 

Not all threats to data security result in the unauthorized ac-
cess to PII held by a PII Controller, and therefore are not security 
breaches as defined by statute. The legal determination of a Se-
curity Breach can only occur after gathering and analyzing rel-
evant facts. It may take time to understand the underlying 
events and arrive at the legal conclusion of a Security Breach. 
Accordingly, the affected individuals could have been suffering 
harm for some time before they receive notice of the event that 
is causing such harm. 

 
25, 2013) (to be codified at 45 C.F.R. §§ 160, 164), available at https://www.fe-
deralregister.gov/d/2013-01073.  
 45. Id. 
 46. Id. 

https://www.federalregister.gov/d/2013-01073
https://www.federalregister.gov/d/2013-01073
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Several factors47 contribute to the amount of harm affected 
individuals may suffer from a Security Breach, including, (a) 
whether the underlying Security Breach is ongoing, (b) what 
steps the PII Controller that suffered the Security Breach can 
take to mitigate harm to affected individuals, and (c) what steps 
affected individuals themselves can take to mitigate harm from 
the Security Breach, in spite of timing issues resulting from the 
investigation of any breach, or the failure to detect the breach. 
Reducing harm through each of these factors reveals an inherent 
tension between the costs and benefits of however much time 
elapses between the occurrence of the Security Breach and the 
provision of notice about the breach. On the one hand, with 
more information about the Security Breach, the PII Controller 
and the individuals whose PII was accessed in the breach can 
respond more precisely and thoroughly to the specific threat 
posed by the breach. On the other hand, gathering all the rele-
vant information about a Security Breach takes time, and during 
that time, individuals whose PII was accessed could suffer in-
creasing harm. The more harm individuals suffer, the greater a 
PII Controller’s potential legal liability for that harm. 

2. Current Data Breach Notice Timing Requirements 

State breach notice statutes generally employ one of three 
different approaches to balancing the timing of Security Breach 
notifications with the information content of Security Breach no-
tifications to affected individuals: 

 

 47. Other relevant factors include the sensitivity of the breached data, the 
value of the breached data on the black market, and whether the PII qualifies 
for special statutory protections. Discussion of these factors and how they 
impact the harm suffered by affected individuals is beyond the scope of these 
guidelines. 
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i. Notification to impacted individuals must be made 
without unreasonable delay or in the most expedi-
ent time possible 

The timing for notification in this approach emphasizes 
promptness but allows for the time necessary to gather relevant 
information. For example, prompt notice to affected individuals 
may allow them to take steps on their own to mitigate the harm 
from a Security Breach, but the PII Controller may not have had 
time to determine whether the breach is still ongoing. By con-
trast, waiting to provide notification to affected individuals un-
til the breach has been stopped and a tailored risk mitigation 
plan has been implemented may only marginally reduce the po-
tential harm to affected individuals. 

Depending on the specific nature of the breach, the best way 
to minimize the harm to the affected individuals (and accord-
ingly, the potential liability to the PII Controller) may be to pro-
vide notifications as soon as the breach is discovered. For exam-
ple, if a rogue employee gained unauthorized access to PII, once 
the employee can no longer gain access to the PII, the risk of 
harm is effectively eliminated. In the case of mass exploits like 
the Heartbleed Bug,48 the individual’s and PII Controller’s harm 
mitigation efforts would likely have little effect until the under-
lying issues in the software are patched. Accordingly, notifica-
tions to affected individuals would make the most sense once 
the underlying security threat has been addressed thoroughly. 

With this timing-of-notification standard, the specific facts 
of the Security Breach dictate whether the PII Controller pro-
vided notifications promptly enough. Barring a statutory liabil-
ity for notification delays, the affected individuals would likely 
need to realize harms from the Security Breach or the delay in 

 

 48. Timothy B. Lee, The Heartbleed Bug, explained, VOX (May 14, 2015), 
https://www.vox.com/2014/6/19/18076318/heartbleed. 

https://www.vox.com/2014/6/19/18076318/heartbleed
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notification in order for the PII Controller to incur liability. This 
timing-of-notification standard generally leaves the courts in 
the best position to quantify harms and apportion liability. 
Some states with this timing standard include California,49 New 
York,50 Massachusetts51 and Illinois.52 

It appears that without a set deadline, many PII Controllers 
argue that as long as a good-faith investigation into the breach 
is ongoing, they do not need to provide notice to affected indi-
viduals. Though this approach might match the letter of the law, 
it defeats the spirit of the law that aims to help individuals pro-
tect themselves. 

ii. Notification to impacted individuals must be made 
without unreasonable delay or in the most expedi-
ent time possible and specify a deadline for notice 

This approach largely uses the same standard described in 
approach (i). However, this approach adds the caveat that no 
more than a specified number of days can pass between the date 
a Security Breach is discovered and the date affected individuals 
receive notification of the breach. In Colorado, for example, the 
notification requirement reads as follows: 

Notice must be made in the most expedient time pos-
sible and without unreasonable delay, but not later 
than thirty days after the date of determination that 
a security breach occurred, consistent with the legit-
imate needs of law enforcement and consistent with 
any measures necessary to determine the scope of the 

 

 49. CAL. CIV. CODE § 1798.29(a). 
 50. N.Y. GEN. BUS. LAW § 899-AA(2). 
 51. MASS. GEN. LAWS. Ch. 93H, § 3.  
 52. 815 ILL. COMP. STAT. § 530/10(a). 
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breach and to restore the reasonable integrity of the 
computerized data system.53 

Like approach (i), the specific facts of a Security Breach can 
generally dictate whether expediency or details about the infor-
mation involved in the breach should be prioritized in the noti-
fication to affected individuals. Assuming the PII Controller is 
working diligently, though, there may be occasions when all the 
necessary information about the Security Breach is not yet avail-
able but notifications are required. Accordingly, the notifica-
tion’s ability to help prevent further harm to the affected indi-
viduals would be diminished. The deadline for notice under 
such circumstances could appear arbitrary. 

If a PII Controller does not work diligently in response to a 
Security Breach, the deadline could act as a “safe harbor.” PII 
Controllers may respond to security breaches in such a manner 
that they meet the statutory deadline, even if the circumstances 
of the Security Breach merit a speedier notification. In such 
cases, affected individuals could realize increased harm for 
which the PII Controller might not be held liable because it met 
the statutory deadline. 

This approach sets a standard for what constitutes timely no-
tice. Therefore, it takes an important step in protecting affected 
individuals, even if PII Controllers suffering a breach have to 
operate with incomplete information at the time of the notifica-
tion. 

The facts of security breaches can be difficult to ascertain. 
Quantifying the harms realized by affected individuals has 
proved challenging, and apportioning the associated liability 
has stretched the abilities of the courts. This time-of-notification 
standard could shift some liability away from PII Controllers 

 

 53. COLO. REV. STAT. § 6-1-716(2)(a). 
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that need to provide notice of security breaches at the expense 
of affected individuals. 

iii. Simply specify a deadline for notice 
This standard for the timing of Security Breach notification 

simply states that no more than a set number of days can pass 
between the date a Security Breach is discovered and the date 
affected individuals receive notification of the breach. South Da-
kota is an example of this, mandating a sixty-day deadline.54 PII 
Controllers working diligently in response to a breach will work 
to provide the right information to affected individuals as 
quickly as possible. However, like approach (ii), when PII Con-
trollers are not prepared to provide an appropriate notification 
by the deadline, the deadline can seem arbitrary. 

Unlike approach (ii), this timing of notification standard 
does not require PII Controllers to provide notifications without 
unreasonable delay (or as quickly as possible). By setting a hard 
deadline, though, PII Controllers are required to act in what is 
deemed a timely manner. The breach notice statute effectively 
treats all security breaches the same for the purpose of timing of 
notifications. Even when the facts of Security Breach merit a 
very speedy notice to affected individuals, PII Controllers have 
no incentive to provide notifications any time sooner than the 
deadline. 

This timing-of-notification standard can help promote judi-
cial efficiency. The question of whether the PII Controller’s tim-
ing of breach notification contributed to an individual’s harm 
would not have much traction under such a statutory construc-
tion. Accordingly, this timing-of-notification standard could 
shift liability away from PII Controllers that need to provide no-
tice of security breaches at the expense of affected individuals. 

 

 54. S.D. CODIFIED LAWS § 22-40-20. 
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All three timing-of-notification standards have their ad-
vantages and disadvantages. A uniform standard should allow 
for the greatest flexibility in the timing of Security Breach noti-
fications, while incentivizing diligent responses from PII Con-
trollers 

H. Under What Circumstances Should Credit Monitoring Be 
Offered? 

Credit monitoring services “scan activity that shows up on 
your credit reports” and “usually alert you when” new activity 
shows up on your credit report.55 Credit monitoring alerts af-
fected individuals after someone has applied for or opened new 
credit in their name. “Credit monitoring can be helpful in the 
case of a Social Security number breach,” but “[i]t does not alert 
you to fraudulent activity on your existing credit or debit card 
account.”56 The timing of the alerts received in connection with 
credit monitoring is problematic as well. An individual learns 
after the fact of unauthorized use of PII. As one industry expert 
stated, “by the time you get the alert, it’s too late, the damage 
has been done. It just shortens the time to detection so you may 
have a slightly improved chance of cleaning up damage 
faster.”57 

Importantly, however, many consumer finance experts rec-
ommend that individuals both freeze their credit and regularly 
check their credit reports after any data breach to determine if 

 

 55. What to Know About Identity Theft, FED. TRADE COMM’N (April 2021), 
https://consumer.ftc.gov/articles/what-know-about-identity-theft. 
 56. Cal. Dep’t of Justice, Breach Help: Consumer Tips from the California 
Attorney General, Consumer Info. Sheet 17 (Oct. 2014), at 1, available at 
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/cis-17-breach-help.pdf. 
 57. Are Credit Monitoring Services Worth It?, KREBS ON SECURITY (March 19, 
2014), https://krebsonsecurity.com/2014/03/are-credit-monitoring-services-
worth-it/ (quoting Avivah Litan, a fraud analyst with Gartner Inc.). 

https://consumer.ftc.gov/articles/what-know-about-identity-theft
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/cis-17-breach-help.pdf
https://krebsonsecurity.com/2014/03/are-credit-monitoring-services-worth-it/
https://krebsonsecurity.com/2014/03/are-credit-monitoring-services-worth-it/
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any fraudulent activity has occurred so that it can be quickly 
remediated.58 While credit monitoring has some weaknesses, its 
service provides consumers with alerts when their credit files 
have changed, which is consistent with advice from agencies 
advising consumers to regularly check their credit files. 

1. Credit Monitoring and State Breach Notification Laws 

Despite some of the inherent weaknesses with credit moni-
toring, four states59 have credit monitoring requirements in con-
nection with their state data breach notification laws. In 2014, 
California amended its breach notification law as follows: 

If the person or business providing the notification 
was the source of the breach, an offer to provide ap-
propriate identity theft prevention and mitigation 
services, if any, shall be provided at no cost to the af-
fected person for not less than 12 months along with 
all information necessary to take advantage of the of-
fer to any person whose information was or may 
have been breached if the breach exposed or may 
have exposed PII defined in subparagraphs (A) and 
(B) of paragraph (1) of subdivision (h).60 

 

 58. This same guidance is recommended by the Federal Trade Commis-
sion. See FEDERAL TRADE COMMISSION, DATA BREACH RESPONSE: A GUIDE FOR 
BUSINESS, available at https://www.ftc.gov/system/files/documents/plain-lan-
guage/560a_data_breach_response_guide_for_business.pdf (last visited 
Aug. 2, 2024); When Information Is Lost or Exposed, FEDERAL TRADE 

COMMISSION, https://www.identitytheft.gov/#/Info-Lost-or-Stolen (last vis-
ited Aug. 2, 2024). 
 59. CAL CIV. CODE § 1798.82(d)(2)(G); CONN. GEN STAT. § 36a-
701b(b)(2)(B); DEL. CODE. tit. 6 § 12B-102(e); MASS. GEN. LAWS ch. 93H 
§ 3A(a). 
 60. CAL CIV. CODE § 1798.82(d)(2)(G). 

https://www.ftc.gov/system/files/documents/plain-language/560a_data_breach_response_guide_for_business.pdf
https://www.ftc.gov/system/files/documents/plain-language/560a_data_breach_response_guide_for_business.pdf
https://www.identitytheft.gov/#/Info-Lost-or-Stolen
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California’s law states that identity theft protection services 
should be used for breaches involving Social Security numbers, 
driver’s license numbers, California identification card num-
bers, tax identification numbers, passport numbers, military 
identification numbers, or other unique identification numbers 
issued on government documents commonly used to verify the 
identity of a specific individual. Noticeably excluded from the 
types of PII where identity theft protection should be offered 
under California law are breaches involving account, credit 
card, or debit card numbers in combination with any required 
security code, access code, or password that would permit ac-
cess to an individual’s financial account, medical information, 
health insurance information, information or data collected 
through the use or operation of an automated license plate 
recognition system, and genetic data.61 

In 2015, Connecticut followed California and passed a law 
affirmatively requiring “appropriate identity theft prevention 
services and, if applicable, identity theft mitigation services” for 
at least one year. It is important to note that the Connecticut law, 
like the California law, does not require credit monitoring in all 
cases, but instead requires “appropriate identity theft preven-
tion services.” Connecticut Attorney General George Jepsen 
added the following in connection with the announcement of 
the new Connecticut law: 

The bill also calls for companies who experience 
breaches to provide no less than one year of identity 
theft prevention services. This requirement sets a 
floor for the duration of the protection and does not 
state explicitly what features the free protection must 
include. I continue to have enforcement authority to 
seek more than one year’s protection—and to seek 

 

 61. Id., §§ 1798.82(d)(2)(G); 1798.82(h)(1)(C)-(H).  
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broader kinds of protection—where circumstances 
warrant. Indeed, in matters involving breaches of 
highly sensitive information, like Social Security 
numbers, my practice has been to demand two years 
of protections. I intend to continue to that practice.62 

Effective October 1, 2018, Connecticut increased its credit 
monitoring requirement from 12 months to 24 months for resi-
dents who experience a Security Breach affecting Social Security 
numbers.63 

Delaware’s breach notification law is more limited than Cal-
ifornia’s, as it requires credit monitoring only in breaches in-
volving Social Security numbers. Specifically, the Delaware law 
states the following: 

If the breach of security includes a Social Security 
number, the person shall offer to each resident, 
whose personal information, including Social Secu-
rity number, was breached or is reasonably believed 
to have been breached, credit monitoring services at 
no cost to such resident for a period of 1 year. Such 
person shall provide all information necessary for 
such resident to enroll in such services and shall in-
clude information on how such resident can place a 
credit freeze on such resident’s credit file.64 

On January 10, 2019, Massachusetts Governor Charlie Baker 
signed legislation that became effective on April 11, 2019, that 

 

 62. Press Release, Statement from AG Jepsen on Final Passage of Data 
Breach Notification and Consumer Protection Legislation, State of Connecti-
cut (June 2, 2015), https://portal.ct.gov/AG/Press-Releases-Archived/2015-
Press-Releases/Statement-from-AG-Jepsen-on-Final-Passage-of-Data-
Breach-Notification-and-Consumer-Protection-Legisl. 
 63. CONN. GEN STAT. §36a-701b(b)(2)(B). 
 64. DEL. CODE. tit. 6 § 12B-102(e). 

https://portal.ct.gov/AG/Press-Releases-Archived/2015-Press-Releases/Statement-from-AG-Jepsen-on-Final-Passage-of-Data-Breach-Notification-and-Consumer-Protection-Legisl
https://portal.ct.gov/AG/Press-Releases-Archived/2015-Press-Releases/Statement-from-AG-Jepsen-on-Final-Passage-of-Data-Breach-Notification-and-Consumer-Protection-Legisl
https://portal.ct.gov/AG/Press-Releases-Archived/2015-Press-Releases/Statement-from-AG-Jepsen-on-Final-Passage-of-Data-Breach-Notification-and-Consumer-Protection-Legisl
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requires an offer of complimentary credit monitoring for “a pe-
riod of not less than 18 months” when the data security incident 
involves a Massachusetts resident’s Social Security number.65 

2. Identity Theft Mitigation/Recovery Services 

In 2014, the Federal Trade Commission estimated that the 
average identity theft victim spent more than 200 hours across 
18 months resolving their issues with credit-reporting agen-
cies.66 For this reason, identity theft recovery services provide a 
significant value to individuals who have been victimized by 
identity theft. Both California and Connecticut implicitly recog-
nize this value by referring to identity theft mitigation services 
in connection with their respective laws. 

Identity recovery services typically provide trained counse-
lors to help individuals work through the fraud resolution pro-
cess after receiving notice of a breach. The counselors can assist 
with writing letters to creditors and debt collectors to dispute 
unauthorized charges and close accounts, “plac[ing] a freeze on 
your credit report to prevent an identity thief from opening new 
accounts in your name, or guid[ing] you through documents 
you have to review.”67 Some services will represent individuals 
in dealing with creditors or other institutions if formally 
granted authority to act on the individual’s behalf.68 Others may 
help individuals place fraud alerts with the consumer reporting 
agencies and government agencies. These kinds of services can 
be extremely valuable, especially given the amount of time and 
effort individuals can spend in addressing issues associated 
 

 65. MASS. GEN. LAWS ch. 93H § 3A(a). 
 66. Latest Data Breach Spotlights Need for Identity Restoration, BUSINESSWIRE 
(Oct. 7, 2015), https://www.businesswire.com/news/home/20151006006149
/en/Latest-Data-Breach-Spotlights-Identity-Restoration. 
 67. Id.  
 68. See id.  

https://www.businesswire.com/news/home/20151006006149/en/Latest-Data-Breach-Spotlights-Identity-Restoration
https://www.businesswire.com/news/home/20151006006149/en/Latest-Data-Breach-Spotlights-Identity-Restoration
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with fraudulent use of name,69 Social Security number, and ac-
count information. For this reason, it is imperative that any state 
law requirement for credit monitoring include a requirement 
that the breached entity provide identity restoration services. 

Individuals who have been the victim of a data breach may 
realize some benefits from credit monitoring but will realize sig-
nificantly enhanced benefits from having both monitoring and 
comprehensive identity theft mitigation resources available to 
them. It is for this reason that the proposed model language 
combines credit monitoring with comprehensive identity theft 
prevention and mitigation/restoration services. 

In certain incidents, Dark Web scans can be bundled with 
credit monitoring and identity restoration services to offer more 
comprehensive coverage to individuals. The scans can search 
known web pages on the Dark Web for Social Security numbers, 
email addresses, phone numbers, or medical information. Be-
cause Dark Web scans are only “a point in time,” regular, re-
peated scans are essential for this service to be effective. 

Given the above considerations, the Commentary recom-
mends that if credit monitoring services are provided as a result 
of a Security Breach, breached entities should also consider ser-
vices that include Dark Web monitoring and identity restora-
tion to provide enhanced protections to individuals who were 
impacted by any Security Breach. 

 

 69. “[Identity theft] victims reported spending an average of about 7 hours 
clearing up the issues. Victims of existing credit card account misuse spent 
an average of 4 hours resolving problems, while victims who experienced 
multiple types of identity theft with existing accounts and other fraud spent 
an average of 24 hours resolving all problems.” ERIKA HARRELL, VICTIMS OF 
IDENTITY THEFT, 2014, U.S. DEPARTMENT OF JUSTICE, BUREAU OF JUSTICE 

STATISTICS (Rev. Nov. 13, 2017), at 10, available at https://bjs.ojp.gov/con-
tent/pub/pdf/vit14.pdf.  

https://bjs.ojp.gov/content/pub/pdf/vit14.pdf
https://bjs.ojp.gov/content/pub/pdf/vit14.pdf
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I. How Should PII Controllers Be Expected to Notify Law 
Enforcement and Regulatory Authorities? 

The state statutes requiring affected entities to notify law en-
forcement or regulatory authorities vary widely and lack uni-
formity. They contain not only widely diverging timeframes for 
notice but also require notice to different governmental entities 
under different circumstances. Notably, state notification stat-
utes generally do not require notification to criminal law en-
forcement authorities. The statutes are uniform, however, in one 
unfortunate respect: none requires notice to the FBI, the U.S. Se-
cret Service, or the Department of Homeland Security—the 
three entities principally responsible for combatting cyber 
threats and other actors driving the number of data breaches 
across the nation. 

1. Various Statutes Requiring Notification to a Law 
Enforcement Entity 

The majority of states and Puerto Rico require notice to some 
governmental entity. These entities include Attorneys General, 
consumer protection entities, divisions of the state police, and 
insurance regulators in the event of breaches involving an in-
surance company. Notably, California requires notice to differ-
ent state entities depending on the nature of the breach. 

The circumstances giving rise to notification also differ 
among the states. For example, below is a list of various differ-
ences amongst state statutes. 

• No numerical threshold of individuals impacted—
Connecticut, Idaho, Indiana, Louisiana, Maine, 
Maryland, Massachusetts, Montana, Nebraska, 
New Hampshire, New Jersey, New York, North 
Carolina, Puerto Rico, Texas, Vermont; 

• 50 or more individuals affected—District of Co-
lumbia; 
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• 250 or more individuals affected—North Dakota, 
Ohio (if insurance entity), Oregon, Texas, South 
Dakota, Illinois (if a breach by a state agency oc-
curs), Kentucky (if insurance licensee); 

• 500 or more individuals affected—California, Colo-
rado, Delaware, Florida, Illinois, Iowa, Rhode Is-
land, Utah, Washington; 

• More than 500 individuals affected—Minnesota; 
• 1000 or more individuals affected—Alabama, Ari-

zona, Arkansas, Hawaii, Missouri, New Mexico, 
South Carolina, Virginia. 

Notification time thresholds also vary: 
• 24 hours—Idaho (if a public agency experiences a 

data breach); 
• 72 hours—New York (if entity subject to regula-

tion by Department of Financial Services), South 
Carolina (if insurance licensee); 

• 10 days—Puerto Rico, Michigan (if insurance in-
dustry), New York (if educational agency); 

• 14 business days—Vermont; 
• 15 business days—California (if medical infor-

mation involved); 
• 30 days—Colorado, Florida, Maine, Texas, Wash-

ington; 
• 45 days—Alabama, Arizona, Arkansas, Indiana, 

Maryland, New Mexico, Oregon; 
• 60 days—Connecticut, Delaware, Louisiana 

(timely if received within 10 days of individual 
notice), South Dakota. 

Even where not explicitly required by statute, it is a best 
practice in the industry to submit notifications to government 



DATA BREACH NOTIFICATION MODEL (DO NOT DELETE) 8/13/2024 10:47 AM 

2024] PROPOSED MODEL DATA BREACH NOTIFICATION LAW 601 

entities contemporaneous with or prior to notifications to indi-
viduals. 

Meanwhile, several states specify the information that af-
fected entities must include in the notice to the governmental 
entity: Alabama, California, Colorado, Connecticut (insurance 
entity), Delaware (insurance licensees), District of Columbia, 
Florida, Hawaii, Illinois, Kentucky (insurance licensee), Louisi-
ana, Maine (insurance entity), Maryland (insurance carrier), 
Massachusetts, New Hampshire, New Mexico, North Carolina, 
Oregon, Rhode Island, South Carolina, Vermont, and Washing-
ton. 

2. Criminal Law Enforcement Notification 

As a general matter, state data breach statutes appear to fo-
cus on the importance of notifying regulators or state attorneys 
general offices rather than criminal law enforcement authorities. 
Indeed, few state data breach notification statutes require noti-
fying criminal law enforcement agencies. Although regulatory 
authorities and civil enforcement actions can play a role in en-
couraging private industries to adequately protect consumer 
data, criminal law enforcement authorities play a critical role in 
exposing, deterring, and incapacitating cyber-criminal threat 
actors that attack U.S. organizations in the first instance. 

While at least two states require notification to the state po-
lice,70 the lion’s share of cyber-criminal investigations and pros-
ecutions is conducted by the U.S. Department of Justice, the 
Federal Bureau of Investigation, the U.S. Secret Service, and to 
some extent, the Department of Homeland Security. While state 
and local law enforcement agencies play an important role in 
combatting events that give rise to data breaches, the interstate 
and international character of cyber-criminal conduct imposes 

 

 70. N.J. REV. STAT. § 56:6-163(c)(1); N.Y. GEN. BUS. LAW § 899-AA(2), 8(a). 
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limits on the ability of state and local law enforcement to ade-
quately address the threat. 

3. Regulatory Notification or Civil Enforcement 
Notification 

As noted above, a number of jurisdictions require notifica-
tion, often in very short order, to a regulator or a state entity 
with the authority to initiate a civil enforcement proceeding, a 
regulatory action, or to impose fines. Indeed, the GDPR requires 
regulatory notification within 72 hours unless the breach is “un-
likely to result in a risk to the rights and freedoms of natural 
persons.” 

Consideration should be given to the purpose of requiring 
such notifications, especially on such a swift time horizon. There 
may be little benefit to requiring a PII Controller to notify a reg-
ulator or civil enforcement authority before a PII Controller has 
had time to sufficiently identify the salient facts of a data breach. 
Indeed, many forensic investigations into a data security inci-
dent can proceed for several weeks before a PII Controller has 
an appropriate handle on the scope of the problem. Given the 
limited ability of regulatory and civil enforcement authorities to 
affirmatively assist a PII Controller impacted by a data security 
incident, it may be more useful to provide a PII Controller with 
reasonable time for providing a detailed notice to a regulatory 
or civil enforcement authority, i.e., requiring at least 30-45 days. 
This approach would also have the benefit of avoiding multiple 
rounds of notice to regulators, and thereby avoiding inundating 
a governmental authority with new information every time a 
forensic investigator uncovered a previously unknown fact, es-
pecially where a risk-averse PII Controller may be concerned 
about the appearance of “hiding” information. 
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Whatever the timetables requiring notification, care should 
be taken to create parity with the requirement for notifying im-
pacted individuals. 

4. The Notification to Multiple Regulators 

The challenges of notifying multiple regulatory authorities 
are a pervasive problem for PII Controllers impacted by a data 
breach involving a wide swath of data belonging to individuals 
located in a wide swath of states. Overlapping notification re-
quirements add to the costs of data breaches and impose addi-
tional burdens on entities in the midst of what is often a fast-
moving crisis. 

One solution may be to create a centralized notification sys-
tem that gives an affected entity the ability to provide notice via 
an online portal; ideally, the system would be accessible by the 
different state regulators. One model may be the Federation of 
Tax Administrators (“FTA”), which serves as the principal state 
tax administrators of the 50 states, the District of Columbia, 
New York City and Philadelphia. When a business or tax pro-
fessional identifies it has been the victim of a data breach, it can 
notify the FTA by sending an email to StateAlert@taxadmin.org, 
with a single process at no charge. 

Given the above considerations, the Commentary recom-
mends that if an obligation exists pursuant to the Model Breach 
Notification Statue to provide notice of a Security Breach to a 
PII Subject, then such notice shall also be provided simultane-
ously to a state or federal regulatory authority, and that the state 
enacting language consistent with this model statute should es-
tablish a centralized reporting mechanism available via the in-
ternet. 
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IV. PROPOSED MODEL DATA BREACH NOTIFICATION LAW 

This section sets forth the Commentary’s proposed Model 
Data Breach Notification Law in its entirety. 

A. Definitions as used in this section, the term: 

1. “Access” means the unauthorized viewing, disclo-
sure, acquisition, or exfiltration of data, however ac-
complished, whether by human interaction, auto-
mated process (e.g., malware), or other, and whether 
occurring deliberately, through negligence, inno-
cently, or otherwise. 

2. “Category I PII” is PII where a Security Breach in-
volving Category I PII triggers notice unless a PII 
Controller’s investigation determines that the Secu-
rity Breach is unlikely to cause Harm. Category I PII 
is PII where an individual’s first name, or first initial, 
and last name is in combination with and linked to 
any one or more of the following data elements: 

a. Social Security number; 

b. motor vehicle operator’s license number or 
government identification card number; 

c. financial account number or credit or debit 
card number, if circumstances exist in which 
the number could be used without additional 
identifying information, access codes, or pass-
words to access the financial account; 

d. account passwords or personal identification 
numbers or other access codes for a finan-
cial account; 
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e. biometric information, including a fingerprint, 
retinal scan, and facial recognition data, and 
genetic information; 

f. health information about sensitive diagnoses, 
including HIV, STDs, substance abuse, or 
mental health; 

g. login credentials (including but not limited to 
email address or username, in combination 
with password or other access code such as a 
personal identification number (“pin” or “pin 
number”)). 

3. “Category II PII” means PII where the PII Controller 
must evaluate the possibility of the PII impacted by 
the Security Breach causing Harm to the PII Sub-
ject(s), because the information breached may not be 
Category I PII, but unauthorized access to the PII 
may still cause Harm to the PII Subject. Examples of 
Category II PII include, but are not limited to: 

a. date of birth; 

b. maiden name of the individual’s mother; 

c. digitized or other electronic signature; 

d. passport number;  

e. insurance information (identification num-
bers, insurance policy numbers, or any other 
unique identifying number); 

f. health information that is not sensitive diagno-
sis information (health history, information 
about illnesses, information, or observations 
about a patient, etc.); 
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g. employee personnel files or similar evalua-
tions or personal commentary (subjective or 
objective employee performance metrics, any 
kind of personal analysis, goals that might be 
about an identifiable individual, etc.); 

h. physical asset information that consistently 
links an item to an individual (MAC address, 
IP address, car license plate number, home ad-
dress); 

i. geolocation data (data used on ride-sharing 
apps, augmented reality apps or games); 

j. customer loyalty or affinity account numbers; 

k. physical asset or software usage data (browser 
history, cookies, software tokens, usage 
metadata, etc.); 

l. data concerning a person’s sex life or sexual 
orientation; 

m. political affiliations, donations, or beliefs held 
related to political or social topics; 

n. information gathered for the specific purpose 
of allowing an individual to reset his or her 
password or account credentials; 

o. any other unique number-based code or char-
acteristic that is about an identifiable individ-
ual (phone number, an organizational anony-
mized code for an individual, etc.). 

4. “De-identified” means there is no reasonable basis 
to believe the data is capable of identifying or being 
associated with a particular individual or household. 
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5. “Encryption” means a technology for securing com-
puterized data in such a manner that it is rendered 
unusable, unreadable, or indecipherable without the 
use of a decryption process or key, which is not ac-
cessible by unauthorized persons. 

6. “Harm” means physical injury, financial loss or 
damage (including but not limited to financial loss 
or damage from identity theft or other fraud or mis-
use, or from loss of financial or educational oppor-
tunity), and serious and prolonged emotional injury 
(including but not limited to distress, embarrass-
ment, humiliation, or loss of reputation). The fact 
that a circumstance constitutes “Harm” pursuant to 
this statute shall have no bearing on a party’s ability 
to bring suit against an entity related to a Security 
Breach, or a court’s jurisdiction over such a suit 
based on such circumstance. 

7. “Notice” means communication to PII Subjects in 
the event of a Security Breach. Such Notice shall be 
in the format of Appendix A hereto, or substantially 
similar. 

8. “Personally Identifiable Information” (“PII”) 
means information, whether recorded in electronic 
or hard copy form or not, about, or pertaining to, or 
traceable to, either alone or in combination with 
other information, an identifiable individual. 

9. “PII Controller” means any entity, including a gov-
ernment entity, that collects, receives, maintains, 
possesses, controls, or has custody of PII. 
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10. “PII Subject” means any individual to whom PII re-
lates. 

11. “Security Breach” means a circumstance that leads a 
PII Controller to believe or would lead a reasonable 
PII Controller to believe that Access to PII has oc-
curred as to PII that it maintains, controls, or has cus-
tody, where the PII is neither Encrypted nor De-iden-
tified . 

B. Risk of Harm 
Any PII Controller that has experienced a Security Breach 

involving Category I PII may seek to determine as to any PII 
Subject associated with the PII in question whether the Security 
Breach as to that associated PII is unlikely to have caused and is 
unlikely to cause Harm to that PII Subject. 

Any PII Controller that has experienced a Security Breach of 
Category II PII shall determine as to each PII Subject associated 
with the PII in question whether the Security Breach as to that 
associated PII has likely caused or is likely to cause Harm to that 
PII Subject. 

In determining whether a Security Breach has likely caused 
or is likely to cause, or is unlikely to have caused and is unlikely 
to cause, such Harm, the PII Controller shall consider: 

• the nature, extent and sensitivity of the PII; 
• the extent to which the data integrity or availability of 

the PII to the PII Subject may have been adversely im-
pacted; 

• the identity of the person who Accessed the PII without 
authorization; 

• the likelihood that the PII has been or will be misused 
in a manner resulting in Harm; 
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• whether the risk that the PII would be misused in such 
a manner has been mitigated following its unauthor-
ized Access; 

• the type of breach (e.g., whether a fraudulent third 
party is involved) and the likelihood of misuse; 

• ease of identification of individuals (is full name pre-
sent, or are they well known); 

• severity of consequences for individuals arising from 
misuse of their information (e.g., financial fraud, iden-
tity fraud, physical harm or distress); and/or 

• special characteristics of the individuals (e.g., elderly, 
children, or vulnerable categories of individuals) 

If a PII Controller that has experienced a Security Breach de-
termines, after conducting an investigation permitted or re-
quired by this Section, that it has no obligation under Section D 
to provide notice of the Security Breach to one or more of the PII 
Subjects associated with the PII in question, the PII Controller 
shall make and preserve a record of its investigation and deter-
mination for production to any regulator when requested. 

C. Effect of Encryption, De-identification, and Similar 
Technologies 

Access to PII does not constitute a Security Breach if the PII 
has been rendered unusable, unreadable, or indecipherable to 
unauthorized persons through the use of an effective technol-
ogy or methodology or has otherwise been made not reasonably 
capable of being associated with an individual or household. 
For example, a Security Breach has not occurred if (i) the PII is 
Encrypted, anonymized, pseudonymized, or De-identified; and 
(ii) the Encryption key and/or reidentification key likely has not 
been acquired by the unauthorized person; and (iii) the PII is 
not otherwise likely capable of de-anonymization, de-pseudon-
ymization, or reidentification by an unauthorized person. 
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D. Notification Procedures 
A PII Controller that has experienced a Security Breach of 

Category I PII shall provide Notice of the Security Breach to any 
PII Subject associated with the PII in question unless the PII 
Controller determines following an analysis considering the fac-
tors set out in Section B above, and maintains such determina-
tion notwithstanding any new information obtained by the PII 
Controller subsequent to conducting such an investigation, that 
the Security Breach is unlikely to have caused and is unlikely to 
cause Harm to that particular PII Subject. 

If a PII Controller that has experienced a Security Breach of 
Category II PII determines following an investigation con-
ducted in accordance with Section B above, or based upon new 
information obtained by the PII Controller subsequent to con-
ducting such an investigation, that the Security Breach likely 
caused or is likely to cause Harm to one or more of the PII Sub-
jects associated with the PII in question, then the PII Controller 
shall provide Notice of the Security Breach to each PII Subject 
as to which the PII Controller made such determination. 

Where an obligation to provide Notice of a Security Breach 
to a PII Subject exists under this Paragraph D, such Notice shall 
be provided either by the PII Controller or by another party that 
has an agreement with the PII Controller that allows the PII 
Controller to require the other party to provide such Notice ab-
sent exigent circumstances. The PII Controller remains respon-
sible for ensuring that Notice of the Security Breach is provided, 
either by itself or by its service provider or contract partner. 

Where an obligation exists under this Paragraph D above to 
provide Notice of a Security Breach to a PII Subject, such Notice 
to such PII Subject should be provided either through tradi-
tional U.S. mail or, if the party providing the notice has previ-
ously communicated with the PII subject via email, through 
email with a subject line that will ensure that the message 1) will 
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be delivered to the PII Subject and will not be captured by spam 
or junk filters; 2) will communicate the importance of the notice; 
and 3) will encourage the PII Subject to read the notice. 

If the PII Controller does not have access to the U.S. mail or 
email of each PII Subject, the PII Controller shall make a post for 
at least 60 days on the PII Controller’s website if the PII Control-
ler maintains one. This post shall consist of a link to the Notice 
on the home page or first significant page after entering the 
website that is in larger or contrasting type, font, or color to sur-
rounding text of the same size or set off from other text by sym-
bols or marks that call attention to the link. If the PII Controller 
does not have a website, notice may be given through notifica-
tion to major print or broadcast media where the affected indi-
viduals likely reside. 

PII Controllers shall provide supplemental Notice to indi-
viduals as reasonably needed, as new information about a 
breach is uncovered through the course of investigation, includ-
ing but not limited to new information about the nature of the 
breach or the individuals affected, or if new information in-
forms a PII Controller that the Security Breach likely caused or 
is likely to cause Harm. Supplemental Notice should be made 
in the same manner as the original notices. 

E. Form of Notice 
Any Notice required to be given to a PII Subject by Para-

graph D shall be in the following form and shall include at least 
the following information: 

• Title “NOTICE OF DATA BREACH” in all capital let-
ters 

• Salutation: “Dear [First and Last Name of Individual]:” 
• Introductory Statement: 

a. Brief statement of why the Notice is being sent to 
the PII Subject. 
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b. For example: “We are writing to provide you 
with information about a data incident involving 
[Name of organization experiencing the breach]. 
You are receiving this letter because you [De-
scribe relationship between the PII Subject in 
question and the PII Controller in question].” 

• What Happened? 

a. Brief description of the Security Breach that trig-
gered the notification, including the number of 
individuals involved, if known. 

b. Date of Security Breach discovery and, if known, 
date range during which the Security Breach oc-
curred. 

• What Information Was Involved? 

a. Description of the PII in question specific to the 
PII Subject. 

• What Are We Doing About It? 

a. General description of any actions taken by the 
PII Controller to address the Security Breach. 

b. Who else has been notified? (Law enforcement, 
credit bureaus, state agencies) 

c. Describe cooperation with law enforcement, as 
appropriate. 

• What Can You Do? 

a. General description of/recommendations for 
what the PII Subject can do to further protect 
himself/herself from whatever Harm the PII 
Controller has determined the Security Breach 
has likely caused or is likely to cause the PII Sub-
ject. 
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Where appropriate, the “What Can You Do” sec-
tion may include any or all of the following: 

i. Contact information for three major credit 
bureaus, and statement of right to free 
credit report; 

ii. Contact information for FTC; and 

iii. Contact information for State Attorney 
General/ Protection Agency 

• Where required by Paragraph G, include offer of ser-
vices called for by Paragraph G. 

• For More Information: Provide contact information for 
point person at entity giving the Notice to respond to 
questions and/or address concerns that the PII Subject 
can use to inquire about the Security Breach and the 
other matters set forth in the Notice. 

F. Notification Timeline 
Where an obligation exists under Paragraph D to provide 

Notice of a Security Breach to a PII Subject, such Notice shall be 
provided without unreasonable delay and in an expedient man-
ner but not later than 60 days after the PII Controller in question 
first came to believe, or reasonably should have come to believe, 
that a Security Breach had occurred as to the PII associated with 
such PII Subject, unless good cause exists to delay providing 
such Notice. 

G. Identity Theft Prevention and Mitigation Services 
Where an obligation exists under Paragraph D to provide 

Notice of a Security Breach, such Notice shall include an offer to 
provide credit monitoring in combination with identity theft 
prevention and mitigation/restoration services, all of which ser-
vices shall be provided at no cost to the PII Subject in question, 
for not less than 24 months, along with all information necessary 
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to enable such PII Subject to take advantage of the offer, if the 
Security Breach in question involved unauthorized Access to 
the PII Subject’s Social Security number, driver’s license num-
ber, or state or federal identification number (e.g., passport 
number). For purposes of the preceding sentence, “identity theft 
mitigation and restoration services” shall include, but are not 
necessarily limited to: (1) assistance with communicating with 
creditors and debt collectors; (2) notifying lenders and credit 
card companies; (3) providing information and assistance with 
notifying state’s Department of Motor Vehicles in connection 
with driver’s license fraud, notifying the FTC and the Social Se-
curity Administration for Social Security number fraud, the U.S. 
State Department, Passport Services Department for passport 
fraud, and the U.S. Postal Service for mail theft; (4) dark web 
monitoring; or (5) assistance to the PII Subject in question in 
placing a freeze on his or her credit report to prevent an identity 
thief from opening new accounts in his or her name, and in com-
pleting the necessary forms. The PII Subject shall not be charged 
for any of these services, nor shall the PII Subject be “upsold” 
any services in connection with these services. The PII Subject 
shall receive notification before any such services described in 
this section expire, and in no event shall the PII Subject be auto-
matically charged for a continuation of such services after they 
expire unless the PII Subject explicitly elects to continue such 
services via separate communication and in writing. 

H. Regulator Notification 
Where an obligation exists under Paragraph D above to pro-

vide Notice of a Security Breach to a PII Subject, Notice of such 
Security Breach shall simultaneously be provided to [enacting 
authority to identify Notice recipient], in the form and manner 
specified by such entity. Notwithstanding anything to the con-
trary in the preceding sentence, in the event Notice of a particu-
lar Security Breach is required to be given to multiple 
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governmental entities within a state or to multiple jurisdictions, 
the Notice required by the preceding sentence may be provided 
via centralized reporting through [insert website], in the form 
and manner specified by such website, with such Notice to be 
processed and forwarded to government entities as specified by 
such website. 
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