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Russia’s Proposed Data Localization Law: Digital Sovereignty is 
the New Black 
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Proposals to Balkanize data are not new, and the not-so-distant Snowden revelations did their part 
to bring them back to the forefront of global information policy debate.1 Recent examples in 
Europe are discussions around a suspension of Safe Harbor,2 suggestions for an EU Internet3, an 
all-German internet (or “Internetz”)4, or a “Schengen for data.”5  

Russia joined the trend in 2014, announcing what is generally referred to as a “data localization 
law,” due to take effect on September 1, 2015, and potentially creating far reaching consequences 
for entities operating in Russia or with Russian employees, customers, or suppliers. 

1. History 

In July 2014 the Russian Duma passed amendments to existing personal data protection6 related 
laws requiring that personal data of Russian citizens, including data collected on the Internet, be 
processed in databases located within the Russian territory.7 The key amendment, inserting Art. 
18(5) into the existing legislation, states:  
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When collecting personal data, including collection via Internet information and 
telecommunication network, an operator shall provide a record that the 
organization, accumulation, storage, update and retrieval of personal data of 
citizens of the Russian Federation is held on databases located within the Russian 
Federation.  

An “operator” is an individual or entity who processes personal data and determines its purpose,8 
which would be a concept somewhat similar – but not equivalent – to the “data controller” under 
EU law. The definition of “personal data” under Russian law is equally broad as under European 
law, and the Russian courts as well as the regulators have provided some guidance on the subject. 
Note that the definition of “data processing” under the Russian data protection law is “gathering, 
recording, systematizing, storing, updating, using, transferring (including circulating, disclosing, 
providing access), de-identifying, blocking access to, or destroying personal data,” which is not 
identical to the activities regulated under the data localization amendments. 

Initially the amendments were to go into effect on September 1, 2016. Legislation was proposed 
in the Duma to move the date up to January 1, 2015, but this was generally seen as insufficient 
time for compliance, and the proposal stalled after a large scale lobbying campaign. On December 
31, 2014, Russia’s President Putin signed a law which moved the effective date of the amendments 
to September 1, 2015.9  

2. Scope 

The amendments are surrounded by a great deal of uncertainty and discussion regarding the scope 
of their applicability, and reports on possible interpretation are not always in agreement. There is 
no formal guidance yet, but Russia’s data protection agency, the  Federal Service for Supervision 
of Communications, Information Technology, and Mass Media (“Roskomnadzor”), is reported to 
have held a series of meetings with representatives of different industries, including internet 
companies, banks, and ticket resellers, which could give some insight into how the amendments 
might be interpreted.10 Here are some preliminary take-aways. 

 The amendments apply to all data operators who are processing data of 
Russian citizens collected from Russian territory 

This interpretation would exclude the data of foreigners residing in Russia (Mr. Snowden’s data 
would be exempt, for instance). However the law appears silent on how to make that determination 
and Roskomnadzor also seems to leave the means up to the individual operator, recommending 

                                                      

8.  Art. 3 of Federal Law No. 152-FZ defines “operator” as a “state agency, municipal authority, 
legal entity or individual who organizes and/or processes personal data as well as determines the purposes 
and scope of personal data processing”. 

9.  Federal Law No. 526-FZ. 
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the IP address as an indicator when in doubt. This would extend the scope of the law significantly 
(potentially re-including Mr. Snowden’s data, for instance, as a sort of collateral damage).  

There remains a question mark behind the storage of data of Russian citizens who are not on 
Russian territory at the time of collection, but according to Roskomnadzor’s informal, non-binding 
guidance, their data may be considered exempt.11 

The amendments are also silent on the physical location of the operator, but it is assumed that 
they would apply to a company that resides outside of Russian territory, but collects personal data 
(directly) from Russian citizens12 on Russian territory.13 A few limited exceptions may apply, as 
reflected in Federal Law No. 152-FZ on Personal Data, for instance when data processing is 
carried out pursuant to international agreements to which Russia is a party ,14 or necessary for 
enforcement actions, or incidental to journalistic, scientific, literary, or otherwise creative 
purposes.15 

 While it is not directly clear from the law, Roskomnadzor seems to suggest 
that the primary database for personal data of Russian citizens must be 
stored in Russia 

There has been extensive speculation on whether the new requirements dictate that the data in 
scope can be stored ONLY in Russia, or if, for instance, storing a mere copy in Russia would 
suffice.16 While the transfer of data out of Russia has not been further restricted by the law, 
guidance suggests that the data stored in Russia has to be equal to, or more extensive than, the 
data stored outside of Russia and the primary processing (such as updating) should take place in 
Russian-based data centers.17 The Russian database shall be primary and a foreign database could 
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be either a partial or a full copy of the Russian primary database.18 Roskomnadzor also seems to 
include any type of structured data in the scope of the amendments, casting a wide net down to 
spreadsheets or even card files.19  

 Notification to Rokomnadzor of personal data processing must include the 
server location20 

All data operators which do not fall under the exemptions of article 22 of the Law (i.e. companies 
collecting only employee data or collecting data on the basis of a direct agreement with an 
individual without transfer to third parties) must notify Rokomnadzor of the location of servers 
with personal data.21 

 The amendments create “Registers of Offenders” 

The amendments affect the existing law “On Information, Information Technologies and 
Protection of Information" by creating so-called “registers of offenders” 22 for entities not in 
compliance. Roskomnadzor will be able to initiate the process and offenders may see their domain 
names entered into a register by court decision, and find themselves blocked from doing business 
on Russian territory.23 

The amendments also added a limited form of a “Right to be Forgotten”. The data subject would 
have the right to approach Roskomnadzor with a request to block access to data processed in 
violation of the law, based on a court order.24  

The low monetary sanctions under the existing Russian data protection law remain in force,25 
however it is expected that new legislation will be implemented increasing the potential fine to a 
range of RUB 30,000 to 300,000. At current exchange rates, that translates into a range of 
€450/$520 to €4,500/$5,200.26  

  

                                                      

18.  Supra note 12. 
19.  Supra note 11. 
20.  Section 22 of the Federal Law No. 526-FZ requires a general notification of the processing of 
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21.  Supra note 12. 
22.  Art. 1 of Federal Law No. 242, introducing Art. 15 (5) to Federal Law No. 149-FZ on 

Information, Information Technologies and Protection of Information. 
23.  Important Changes to Russian Data Protection Rules, DLA PIPER LEGAL ALERT, 

https://www.dlapiper.com/~/media/Files/Insights/Publications/2014/08/Important_changes_to_Rus
sian_data_protection_rules.ashx (accessed July 9, 2015). 
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 Cross border transfer has not been further restricted, it remains possible to 
transfer data into countries with adequate protection. 

The transfer of the personal data stored in Russia to third countries remains possible, provided 
that it is in compliance with the existing law27 and the primary database is located in Russia.28 

 Retroactive effect 

The law is silent as to whether it addresses only data that is collected after September 1, 2015, or 
includes data that was collected previously and continues to be processed after September. 
According to comments attributed to Roskomnadzor, it would appear that “the Law will have no 
retroactive effect, thus, all databases with personal data created before 1 September 2015 can be 
still used after that date. However, any update of such databases can be performed after 1 
September 2015 only with the use of a primary Russian database.”29 

3. Conclusion 

The amendments to the data protection law in Russia leave many questions unanswered until more 
guidance is provided.  

In any event, it is clear that it will create investment costs for companies currently active in Russian 
markets and those considering entry. Data storage in Russia is still expensive and it has been 
reported that tech giants such as Google and Microsoft have begun moving some resources out 
of Russia.30 

In March of this year, the Russian Internet Ombudsman, Dmitry Marinichev, sent a letter to 
President Putin lobbying for foreign companies to be allowed to store data of Russian citizens 
outside of Russia, where consent was obtained.31 The Ombudsman suggested application of the 
safe harbor rule for signatory countries to Convention 108,32 currently in place for general data 
transfers under Russian law, for storing data outside of Russia. 

Overall this development counteracts the very idea of cloud based services, and may restrict access 
by Russian citizens to some services. One can imagine innovation and development slowing down 
and prices increasing in Russia for services requiring personal data processing. And while the 
rhetoric has generally suggested that the amendments are aimed at protecting Russian citizens from 
what President Putin referred to as “the CIA project” (the idea that the CIA created the internet 
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28.  Supra note 12. 
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32.  COUNCIL OF EUROPE CONVENTION FOR THE PROTECTION OF INDIVIDUALS WITH REGARD 

TO AUTOMATIC PROCESSING OF PERSONAL DATA (1981), available at 
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm.   
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for their purposes),33 one has to wonder whether the attempted localization of personal data may 
not have ulterior motives as well.34  

                                                      

33.  Ewen MacAskill, Putin Calls Internet a 'CIA Project' Renewing Fears of Web Breakup, GUARDIAN, Apr. 
24, 2014, http://www.theguardian.com/world/2014/apr/24/vladimir-putin-web-breakup-internet-cia.  

34.  See supra note 30; see also Christopher Kuner, et al., Internet Balkanization Gathers Pace: Is Privacy the 
Real Driver? 5 INT. DATA PRIVACY L. 1 (2015), available at http://idpl.oxfordjournals.org/content/5/1/1.   

http://www.theguardian.com/world/2014/apr/24/vladimir-putin-web-breakup-internet-cia
http://idpl.oxfordjournals.org/content/5/1/1

